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Research Reactor Vulnerability
to Sabotage by Terrorists

Georye Bunn, Chaim Braun, Alexander Glaser,
Edward Lyman, Fritz Steinhausler

The September 11 terrorist attacks demonstrated that the technical competence, avail-
able resources, level of preparation and suicidal determination of contemporary ter-
rorist groups like al Qaeda have greatly increased over the last decade. This article
will consider the likelihood that sophisticated terrorist groups could successfully launch
sabotage attacks against nuclear research reactors and cause radiological releases that
threaten nearby populated neighborhoods. While the theft by terrorists of highly en-
riched uranium (HEU) from research reactors to make relatively simple gun-type nu-
clear explosives has been a concern for some time, the sabotage threat to research
reactors—a threat which is independent of fuel enrichment—has not been widely ad-
dressed. Nuclear regulators should reassess the level of physical protection that research
reactor operators provide in light of the increased terrorist threat.

INTRODUCTION

Before September 11, most terrorist attacks typically involved the use of con-
ventional weapons in conventional ways, usually causing relatively small num-
bers of casualties and localized property damage. In the aftermath of the
September 11 attacks, intelligence agencies have repeatedly warned that ter-
rorist groups like al Qaeda wish to increase the lethality and range of their
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actions by acquiring the capability to launch chemical, biological, nuclear, and
radiological attacks. One radiological scenario that is attracting considerable
attention is the threat that a team of well-trained and equipped suicide at-
tackers could commit an act of sabotage at a nuclear power plant, causing
a meltdown and a large radiological release that could threaten downwind
populations.! In contrast, the consequences of terrorists’ sabotage attack on
a research reactor that produced releases of radioactivity have been little dis-
cussed even though research reactors around the world, typically much smaller
than power reactors, tend to be less well protected from such a sabotage attack.?
Some reasons for this are:

¢ There is no international treaty requiring any protection of research reac-
tors (or, for that matter, nuclear power plants).? The internationally-accepted
but nonbinding Nuclear Suppliers’ Guidelines for export of fissile material
and nuclear equipment state that agreements between research reactor re-
cipients and their supplier countries, most often the U.S. or Russia and its
predecessor, should call for measures to protect nuclear material from theft.
However, though these guidelines refer to general protection recommenda-
tions from the International Atomic Energy Agency (IAEA), they leave pro-
tection to the discretion of the supplier and recipient, and do not require
inspections to verify the effectiveness of protective measures.*

¢ These IAEA recommendations focus on protecting five kilograms or more of
highly-enriched uranium (HEU) or other weapon-usable fissile material at
research reactors from theft by outsiders. They contain only a one-sentence,
very general recommendation for protecting even large research reactors
from sabotage attacks (though more detailed TAEA sabotage recommenda-
tions have been issued for nuclear power plants).’

¢ A survey for the international Organization of Economic Cooperation and
Development (OECD) Nuclear Energy Agency of national regulations and
statutes on physical protection of reactors in most developed countries
shows considerable variation in requirements from country to country.® In
questionnaire-based surveys of nuclear security practices in a few countries
in Eastern and Western Europe, Central and South Asia, and Latin America
conducted by researchers at Stanford University, considerable variation from
country to country appeared in the actual practices for protecting research
reactors.”

¢ The reasons for such variations in actual practices for protection given by
nuclear experts who were members of JAEA reactor-security advisory teams
to 10 countries—mostly in Eastern Europe—were “[d]ifferences in culture,
perceived threat, financial and technical resources, and national laws.”®
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Moreover, most of the national statutes and regulations contain consider-
ably more detailed provisions for protecting nuclear power plants from theft
and sabotage than they do for research reactors.’

The danger of diversion of HEU from research reactors to bombs has been
recognized for a long time, and has been the primary focus of security prac-
tices instituted in the past at such research reactors. In 1981, Israeli aircraft
attacked Iraq’s French-supplied HEU-fueled research reactor then under con-
struction because of fear that the HEU fuel would be used to make nuclear
weapons or that the reactor would be used to breed plutonium for weapons.
Later, just before the Gulf War of 1991, when Iraq had a crash nuclear-weapon-
building program, its scientists planned to use some 36 kg. of fresh and ir-
radiated fuel supplied by France and the Soviet Union for a research reactor
supplied by France. In 1998, fresh and irradiated HEU fuel from a Soviet-built
research reactor in Georgia was removed and airlifted to Britain for fear that
it would be used by dissidents to make a bomb. In August of 2002, enough
HEU for two or more bombs was removed from a shut-down Soviet-supplied
research reactor in Serbia and returned to Russia for fear that it might be
acquired by terrorists or a nonnuclear-weapon state seeking weapon-usable
material .

Because of the known dangers that HEU research reactor fuel could be
converted to nuclear weapons, Argonne National Laboratory, acting for the U.S.
Department of Energy, has for many years made major efforts to convert HEU-
fueled research reactors supplied to other countries by the U.S. to low-enriched
uranium (LEU), less than 20 per cent uranium-235. This is called the Reduced
Enrichment for Research and Test Reactors (RERTR) program. LEU is not
useful without enrichment (a major technical undertaking) for making nuclear
weapons. The U.S. has taken back the HEU fuel from many reactors it supplied
after they were converted to LEU. About half the research reactors supplied
by the U.S. have been converted so far. This program has not moved faster in
part because of funding limits and in part because considerable research has
been required to develop LEU fuels that will enable conversion of all research
reactors without any penalty in performance.!!

Around 80 percent of the operating and shut-down research reactors around
the world were supplied with their uranium fuel by the U.S. and Russia (or
the Soviet Union).!? During the 1980s, the Soviet Union also had a conver-
sion program for the HEU research reactors it had supplied to Eastern Eu-
ropean Warsaw Pact countries, to Iraq, to North Korea, and to Vietnam. The
Soviet plan stopped for lack of funds.!®> With U.S. financial assistance, a new
Russian program like the American RERTR program has been started to
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develop LEU fuels to convert Soviet and Russian-supplied HEU-fueled research
reactors.'*

These conversion efforts should eventually make the research reactors sup-
plied by the Soviet Union or Russia and the U.S. less attractive to terrorists who
want to steal HEU to make nuclear weapons. Almost all the small university
research reactors in the U.S. have converted to LEU.'® But there are about 200
HEU reactors around the world that have been shut down rather than being
converted, and some still have HEU on site. There remain some 20 metric tons
of civilian HEU in research reactors in 43 countries.!® (Although much of this
is contained in irradiated fuel, the radiation level is in many cases too low to
provide adequate self-protection.) The continuing danger, despite the progress
of the RERTR and related programs, is demonstrated by repeated reports of il-
licit trafficking in small amounts of uranium from research facilities in several
countries.”

The RERTR and related programs just described are intended to deal with
the threat that research reactor HEU will be used to make nuclear weapons,
not to prevent sabotage that could spread radioactivity over a populated area.
Even LEU research reactors at universities and elsewhere may present a risk
of such dispersal by terrorists. These are the reactors that are, in general, least
well protected from theft or sabotage.!®

VULNERABILITY OF US RESEARCH REACTORS TO SABOTAGE

In this section, we focus on protection practices for U.S. research reactors, be-
cause we know more about U.S. practices, and because the many forms of se-
curity (or lack thereof) for specific research reactors around the world are not
public knowledge. Since September 11, secrecy has increasingly become the
practice in the U.S. for new security requirements. Because U.S. Nuclear Reg-
ulatory Commission (NRC) regulations for protection of research reactors are
still in part public, and because much has been published in the past about U.S.
security practices, we know much more about them than we do about practices
for other research reactors in the world.

Research and Power Reactor Security Compared

In the U.S., while practices vary from research reactor to research reactor, many
research reactors operated by universities and sometimes by industry are open
to visitor specialists (if not to the general public) and have fewer protective
security practices than typical nuclear power plants.
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¢ Aresearchreactoris often part of a larger research center or university where
there are potentially many users representing various scientific disciplines.
(Nuclear power reactors typically limit attendance to the reactor operators
and guards who are on duty in shifts throughout the 24 hours of each day.)

¢ A research reactor is more likely to be located in or near a city for easy access
by the users. (Nuclear power reactors are usually required to be located at
some distance from population centers.)

¢ The perimeter protection of a research reactor, if there is such protection,
is typically a wire fence without antivehicle barriers, and without motion
sensors or electronic/computer-based detection and assessment systems.
(Nuclear power reactors tend to have such antivehicle barriers and detec-
tion and assessment systems as well as fences much further removed from
the reactor.)

¢ The daytime protection during operating hours (perhaps five days per week)
typically relies on access control of the users and visitors by unarmed security
guards. (Nuclear power plants operate 24 hours per day, seven days per week,
and have security guards present at all times, usually armed.)

¢ The nighttime protection consists of locked doors and windows, a surround-
ing fence and patrol near the reactor by a guard, usually armed with a
handgun. In some cases, the guard comes to the reactor periodically because
he or she has other duties on a campus or in the research institute. (Nighttime
protection at nuclear power plants is essentially the same as that during
the day).

While research reactor protection levels tend to be lower than those of power
reactors, research reactors pose lower radiological risks to the public from ac-
cidents than do power reactors. First, the core radionuclide inventories of re-
search reactors are much lower than those of power reactors as a result of their
lower power levels and often, shorter operating cycle lengths. Second, the lower
decay heat in research reactor cores is associated with a lower risk of core melt
and fission product release in the event of a loss-of-coolant accident (LOCA).

Nevertheless, the quantities of radioactive materials in research reactor
cores and stored spent fuel can be substantial (on the order of millions of curies)
and could present a significant radiological hazard if released into the environ-
ment. This risk is exacerbated by the fact that the regulatory regime governing
the safety and security of research reactors is, as we have seen, considerably less
stringent than that for power reactors. In fact, the NRC is inhibited from im-
posing strict regulations on research reactors by the U.S. Atomic Energy Act,
which allows the NRC to impose “only such minimum amount of regulation
...as will permit the Commission to fulfill its obligations under this Act... "
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Accordingly, compared to power reactors, U.S. research reactors generally
lack thick-walled, leaktight and pressure-resistant containment structures. In
addition, they have smaller population exclusion radii, less equipment redun-
dancy and diversity, and less rigorous operator training programs, although
specific requirements may vary widely.?® Emergency planning requirements,
including the size of emergency planning zones, if any, around the reactor are
also decided on a case-by-case basis for research reactors, whereas all large
power reactors must develop emergency plans for protecting the public within
a zone of 10-mile radius.

The requirements of the NRC for physical protection of research reactors
from sabotage thus provide a concrete example of requirements that are less
stringent than those for power reactors. For power reactors, the NRC rules
require that protection be provided against a sabotage threat thought to be re-
alistically possible based on past experience, a threat termed the “design basis
threat” (DBT) of radiological sabotage. This assumes “several” attackers with
four-wheel drive vehicles, weapons, explosives, and assistance from an insider
to the reactor.?! Specific details of the DBT for each power reactor beyond this
general threat—such as size, weaponry and tactics of the attacking force, or
the size of the vehicle bomb—are “safeguards information” and not made pub-
lic. To protect against their DBT, power reactor operators must have in place
an NRC-approved security plan. These plans are site-specific, but in general
require a nominal 10-member armed response force to deter an external at-
tack, a background investigation program for employees to protect against the
insider threat, and strict measures to control access of individuals and vehi-
cles near “vital” areas of the reactor. Additional structural and sensor/alarm
requirements have already been described.

In contrast to power reactors, U.S. research reactors are not generally re-
quired to protect against radiological sabotage, and do not have to provide an
armed response to attack.?? Research reactors are also specifically exempted
from the requirement that they be protected from attacks by truck bombs. Ex-
ceptions are the class of research reactors operating at or greater than 2 MW
for which the NRC has the authority to require additional measures to pro-
tect against radiological sabotage, depending on individual facility and site
conditions.?? However, these additional measures are likely to be secret.

Since research reactors that use HEU must provide security to protect this
weapon-usable material from theft, they may also enjoy greater security protec-
tion against sabotage than LEU-fueled research reactors. However, given sim-
ilar protection, power, and other characteristics, the radiological consequences
of radioactive dispersal from a terrorist sabotage attack on an LEU research
reactor would probably be about the same as a similar attack on an HEU
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research reactor. The total effective dose equivalent (TEDE) is dominated not
by the actinides but by fission products (e.g., iodine and cesium), the inventories
of which are very similar in HEU and LEU reactor cores.?*

Research reactors in the U.S. receive authorization to operate by demon-
strating that the risks to the public from “design-basis accidents” are below
regulatory limits. Design-basis accidents are not, of course, worst-case acci-
dents, but are judged to be of sufficiently high probability that they require
regulatory consideration. Design-basis accidents typically give full credit to au-
tomatic scram systems, emergency core cooling systems (if present), operator
intervention, and containment or confinement systems.?’> So-called “beyond-
design-basis” or “severe” accidents involve multiple system failures and have
the potential to result in greater damage and larger radiological releases than
design-basis accidents, but do not have to be considered in NRC licensing (ex-
cept, sometimes, in Environmental Impact Statements conducted under the
U.S. National Environmental Policy Act).

When sabotage is considered, however, consideration of consequences sim-
ilar to those of severe accidents becomes more important. While simultaneous
multiple failures of safety systems are considered improbable if assumed to re-
sult from accidents, they could be induced by knowledgeable saboteurs intent
on achieving a massive radiological release. Hence, a consequence analysis of
a successful sabotage attack must consider scenarios more severe than the
“design-basis” accident events analyzed in safety analysis reports, by relaxing
some of the assumptions that limit the consequences of design-basis accidents.

This type of analysis is used in the U.S. to develop security plans for power
reactors. Analysts draw on nuclear plant probabilistic risk assessments (PRAs)
to identify “target sets”—minimum sets of systems that if simultaneously dis-
abled would lead to “significant core damage” (meltdown). Security plans can
then be devised to protect at least one element of any target set in the event of
an attack, thereby preventing meltdown. In addition to core damage, terrorists
could also damage containment or confinement systems, facilitating radiologi-
cal releases to the environment.

For research reactors, core damage can result from several different classes
of accidents, including reactivity excursions, blockage of primary coolant flow,
and loss of primary coolant. The relative severity of these accident classes is
dependent on reactor-specific issues, including design, power level, type of fuel,
and the availability of additional on- and off-site safety systems. The lack of
redundancy, diversity, and physical separation of safety functions at research
reactors implies that target sets will be typically smaller than those for power
reactors; hence saboteurs would need to attack fewer targets to achieve core
damage.
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Because research reactors in the U.S. are not required by the NRC to
protect against the radiological sabotage DBT applicable to power reactors,
there is no requirement that their operators carry out target-set analyses for
their facilities. However, in the post-September 11 era, this type of analysis
needs to be done on an urgent basis—it is an essential tool for identifying
the vulnerabilities of research reactors and for developing plans to strengthen
them.

CLASSIFICATION OF RESEARCH REACTORS

Based upon power level, we distinguish small, medium-sized, and large reactors
in use today (Table 1). Research reactors with power levels below 100 kW are
not considered in the remainder of this study because of their comparatively
low fuel and radioactivity inventory.26

The radioactive inventory of a reactor core depends to a first approximation
upon the total energy produced (i.e., fission events that have occurred) in the
fuel of the reactor at the end of its life or equilibrium cycle. For more accurate
estimates than those in Table 1, many additional reactor-specific data—such
as fuel type, neutron flux and spectrum, or fuel management strategy and op-
erating history of the reactor—have to be considered. To assess the potential
impact of research reactor sabotage from the table, typical maximum fission
product inventories are given.?® Even under severe accident conditions, release
fractions of the isotopes present in the fuel can vary from virtually 0% for some
elements up to 100% for the noble gases. Off-site radiological consequences will

Table 1: Generic characteristics of today’s research reactors by power level 2’
. ___________________________________________________________________________________________________________|

Medium-sized

Small reactor reactor Large reactor
Power level 100 KW-1 MW 1 MW-10 MW 10 MW-250 MW
Designation In particular: MTR-type, some MTR-type, VVRs
(examples) TRIGAs TRIGAs, IRTs
Operational ca. 40 reactors ca. 60 reactors ca. 50 reactors
(world)
Reactor type Pool-type Pool or tank-type Tank-type
Fissile inventory Typically <6 kg  Approx. 10 kg U-235 10 kg-40 ky U-235
U-235
Power density <10 kW/liter 10-100 kW/liter Up to 2,000 kW/liter
in core
U-235 burnup Typically <5% 20%-50% 20%-50%
Maximum fission ca. 0.1 MCi 1-10 MCi Up to 100 MCi

product inventory (3.7 x 10'® Bg)  (37-370 x 10'° Bg) (3700 x 10'® Bq)
of core
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be dominated by the cesium isotopes and the halogens, in particular the iodine
isotopes. Together, these isotopes constitute 10-20% of the total fission product
inventory, and both are expected to have high release fractions under severe
accident or sabotage conditions.

There are many kinds of research reactors, and the next section will de-
scribe a few accidents at several reactors not among the major types as well as
accidents in reactors that are among the major types. We discuss below some
of the technical characteristics of the main research reactor types.??

Among the commonly used reactors with a thermal power of less than 1
MW, the TRIGA (Training, Research, Isotopes, General Atomics) reactors are
predominant and, in fact, represent the most widely used research reactors
in the world. Their fuel rods—one of the most distinctive characteristics of
TRIGA’s—consist of a uranium-zirconium-hydride (UZrH) alloy that moderates
neutrons insitu, that is, in the fuel rather than in the water coolant. Fuel burn-
up is relatively low and very few fuel elements are exchanged over the life-time
of the facility. While earlier TRIGA reactors were designed for HEU fuel, the
more recently built reactors use LEU fuel.

The second “generic” reactor type is the Materials Testing Reactor (MTR)
which is represented in all three size categories listed in Table 1. The original
MTR was developed by Argonne National Laboratory and designed to irradiate
and test materials to be used in other reactors. The reactor design, and espe-
cially that with aluminum-clad, plate-type fuel, was subsequently used as a
“prototype” for numerous research reactors to be built in the U.S. and provided
by the U.S. to other countries. Power levels reach from near zero-power (around
100 watts) to 250 MW for the largest research reactor of this type, the U.S.
Advanced Test Reactor (ATR). MTRs, up to power levels in the low MW range,
are open pool-type reactors, and cooling is either by natural convection or by
pumping pool water through the core. In Table 1, medium to large-sized MTR-
type reactors are usually tank-type in order to satisfy more demanding cooling
requirements. Power densities of MTR-type reactors are as high as 2,000 kW
per liter of core volume, significantly above those acceptable in TRIGAs. In
contrast to TRIGA reactors, the larger MTR-type reactors do require a regular
supply of fresh fuel. Most MTRs were, and some of them still are, HEU-fueled.

Most Soviet/Russian-designed research reactors are technically very simi-
lar to the MTR-type reactors of U.S. design and are equally based on aluminum-
clad, plate-type fuel. The pool-type reactors of the so-called IRT-type are the
main Soviet/Russian design of the medium-sized reactors in Table 1. Again, for
cooling purposes, the Soviet/Russian reactors of higher power levels are tank-
type. The main representatives of this class are the light-water-moderated re-
actors of the VVR class.
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In Table 1, reactors operated at power levels above 10 MW are classed as
large reactors. Among them are, in particular, the so-called high-flux reactors,
which in some cases use a single fuel element to achieve a very compact core
geometry. Also of the MTR-type (aluminum-clad fuel plates), due to the high
power level and continuous operation, these reactors have a fuel demand on the
order of 25—-100 kg of uranium-235 per year and an elevated fuel and radioactive
inventory in their cores. Technically, all these facilities are tank-type reactors
with fully pressurized tanks due to the unusually high power densities and
resulting cooling requirements.

CAUSES FOR RADIOLOGICAL RELEASES FROM
RESEARCH REACTORS

The sabotage threat to research reactors can be characterized by identifying (a)
sequences of events that could lead to core damage and radiological release, (b)
the target sets corresponding to these sequences, and (c) the modes of attack
that are capable of destroying or disabling these target sets. Several modes
of sabotage attack are listed in more detail in the next section. They could
include overt, armed commando-type assaults or attacks by stealth by outside
groups—in either case with possible assistance from an insider. It is clear that
the chances of success of an external attack would be greatly enhanced with the
help of an insider who could supply design and security information, deactivate
alarm systems and/or disable emergency safety systems. Damage to the reactor
and reactor confinement system could also be caused by explosives delivered by
hand, vehicle bombs or small aircraft. In addition, a knowledgeable insider may
be able to use less violent but equally effective means to cause core damage.

One mode of sabotage that is not credible for power reactors but which may
be possible for research reactors is the direct use of explosives next to the core
to disperse the core. This is because, unlike a power reactor core, the mass of
a typical research reactor core is comparable to the mass of explosives that
could be easily transported to the site, and the core is likely to be much more
accessible than the core of a power reactor. Also, the relatively low melting point
of aluminum-matrix MTR fuel—on the order of 700°C—raises the possibility
that use of an external explosive in tandem with pool draining could cause a
core melt even if the decay heat of the fuel itself was insufficient to do so.

A recent survey of accident safety analysis reports for U.S. medium-sized
and larger research reactors summarized a number of design-basis accident
analyses.?? The severity of these accidents is limited in most cases as a result
of the assumption that engineered safety systems will work as designed. The
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potential for sabotage of research reactors to pose a significant public health
threat depends on whether there are credible means for saboteurs to cause a
beyond-design-basis radiological release. A review of some of the assumptions
underlying the safety case for these reactors provides evidence that they are
not immune from the risk of a core melt and dispersal resulting from carefully
planned sabotage, even though the risk of such an outcome resulting from ran-
dom accidents may be low. Some argue that the risk of core melt is much less
than the risk of dispersal of large chunks of radioactive material close to the
reactor. However, if the reactor has been operated, it will contain plutonium,
and that could produce respirable airborne releases when vaporized by the det-
onation of high explosives in close proximity to the core.?! The available energy
density from such an explosion is on the order of 1300 calories per gram of ex-
plosive. The energy density needed to vaporize aluminum clad fuel in the rods
of a research reactor is on the order of 200-300 calories per gram. With appro-
priate loading of the high explosive in proximity to the fuel rods, there should be
enough energy from the explosion to melt and vaporize a significant part of the
fuel—probably resulting in dispersal over a much wider area than would result
from an explosion that produced only large chunks of radioactive material.

Reactivity Excursions

The potential for major reactivity excursions to cause large-scale melting and
explosive disassembly of the cores of research reactors using aluminum-clad,
aluminum-matrix fuel was demonstrated, both intentionally and unintention-
ally, several times early in the era of nuclear energy development.

¢ The 1.3 MW BORAX-I reactor was subjected to a large reactivity insertion in
1954 which caused most of the core to melt. Fuel-coolant interactions caused
the tank to explode, scattering pieces of fuel plate as far as 200-300 feet
away.>?

¢ The 3 MW SL1-reactor experienced a serious reactivity excursion accident
in 1961 due to rapid manual removal of a control rod by an operator. The
core was destroyed and 10% of the fission products were ejected from the
vessel.?? Although sabotage has long been suspected as a possible reason for
this event,?* it has never been substantiated.

¢ The first Self-limiting Power Excursion Test (SPERT-I) in 1962 induced a
large reactivity excursion that caused 35% of the core to melt and violently
react with the primary coolant, resulting in a steam explosion and large
pressure pulse that completely destroyed the core.?® This test was used to
establish design limits for maximum allowable reactivity insertions.
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While lessons from these incidents have been incorporated into the de-
sign and operation of today’s research reactors, prevention of such excursions
is achieved by a reactor-specific combination of technical and administrative
measures. A review of design-basis reactivity excursion events indicates that
in most cases, credit for termination of the event is given to automatic reactor
“trips” triggered by excessive power, excessive neutron flux, or a short reactor
period. Thus if the scram mechanisms were disabled by tampering with their
instrumentation and control systems, there would be no means to terminate
a reactivity excursion induced by a saboteur beyond the negative reactivity
coefficient inherent in the core design.

For rapid reactivity insertions, negative reactivity feedback may terminate
the excursion even if automatic scram systems are disabled. However, saboteurs
with some nuclear engineering knowledge would be able to avoid this setback by
choosing the rate of reactivity insertion and the initial conditions appropriately.
TRIGA reactors may be less susceptible to reactivity excursions, since they are
designed for pulsed power operation.

Flow Blockage

Some reactors appear to be quite vulnerable to coolant inlet flow blockage re-
sulting from intrusion of foreign material. For example, in 1961, the inadvertent
failure to remove a plastic sight-glass from the reactor tank at the Engineer-
ing Test Reactor at Idaho National Engineering Laboratory led to the melting
of 18 plates in six elements. At least three MTR-type research reactors have
experienced accidents of this type.36

The operators of one important university research reactor, a 5-MW MTR-
type, consider coolant flow blockage in the fuel element containing the hottest
fuel plate to be the “maximum hypothetical accident” (MHA).3” The blockage
is assumed to result from a foreign object that falls into the core tank. The
consequences of this event are limited because the reactor’s “Safety Analysis
Report” postulates that only an object small enough to pass through one of
the fuel nozzle inlet openings would cause a problem, and boiling would occur
only in the blocked channel, resulting in the melting of only four fuel plates
(or approximately 1% of the core). Multiple systems exist to alert operators to
the event and allow them to intervene. Finally, the operators’ analysis credits
the ventilation dampers in the containment building, which are automatically
triggered by high radiation levels in the containment atmosphere.

This is clearly not the most severe event that could be caused by sabotage.
A saboteur need not be limited to a single foreign object; a sack full of correctly
sized objects thrown into the tank could cause much more widespread fuel
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melting. And in considering a sabotage scenario, credit should not be awarded
to operator intervention or to automatic scram and ventilation damper systems
that could be easily disabled by overt attack, prior covert tampering, or insider
assistance in the control room. Thus the consequences of this event could be
significantly greater than those presented in the Safety Analysis Report.

Estimates for similar accidents at similar research reactors suggest that
significant consequences could result. For instance, an analysis of a partial flow
blockage event at the 5 MW, open-pool type Greek Research Reactor (GRR) in
Athens found that nearly 10% of the fuel would be damaged.38

Loss-of-Coolant Accidents (LOCAs)

Some research reactors have found that the most severe design-basis accident is
a large-break loss-of-coolant accident (LOCA). For instance, at the GRR, it was
calculated that a guillotine break of the largest pipe connected to the bottom of
the reactor pool would lead to core uncovering in less than 30 minutes and core
damage in about an hour, assuming that the reactor was tripped at the time
of the rupture. About 20% of the core was predicted to melt as a result of this
event.?? If the reactor had not been tripped, the rate and extent of melting would
have been more severe. Clearly, such a LOCA could be caused by a sabotage
attack, utilizing explosives to damage the reactor piping or pool bottom. Thus,
three classes of accident initiators at research reactors have been shown to lead
to core damage, and all could be initiated by sabotage.

The consequences of severe core damage leading to large radiological re-
leases must be considered to evaluate fairly the need for enhanced security and
emergency planning measures at research reactors. A calculation of possible
releases using the “MACCS2” consequence assessment code was performed for
a generic SMW MTR-type reactor. The calculation assumed an equilibrium core
radionuclide inventory and an extensive core melt. No credit was provided for
the containment system, since an attacking force could easily penetrate the
containment building or open the dampers. Few research reactors have robust,
leak-proof containment that could withstand a significant explosive load. Con-
tainments often have dampers or vents that can be opened. A huge hole is not
necessary to vent a significant fraction of the radioactive nuclide inventory of
the containment.

The core inventory was drawn from the safety analysis report used as an
example in the flow blockage discussion above, and the radionuclide release
fractions were drawn from the assumptions of safety analysis reports for the
German pool-type reactor BER II.%° These assumptions were: 100% for noble
gases and halogens, 61% for cesium, 7% for tellurium and 1% for low-volatiles.
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Figure 1: Thyroid dose, large release, 5 MW MTR.

The calculation estimated peak downwind doses to the thyroid and total effec-
tive whole-body dose equivalents for adults due to exposures incurred within a
one-week period after the accident. (Figures 1 and 2). Peak doses at 0.035 km
from the release point were 1.86 Sv whole-body and about 9 Sv thyroid. The
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Figure 2: Whole-body dose, large release, 5 MW MTR.
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peak whole-body doses exceeded 0.01 Sv (the Environmental Protection Agency
trigger value for consideration of evacuation) as far as 14 km from the release
site. Peak thyroid doses exceeded 0.1 Sv (the Food and Drug Aministration trig-
ger value for administration of potassium iodide for adults under 40) at over
8 km from the release site.

These results are of concern because of the proximity of some high-power
research reactors to populated areas. For example, for the exclusion zone for
the university reactor used as an example in the preceding discussion of “flow
blockage,” the distance to the nearest point of public pedestrian or auto traffic
is only eight meters and the distance to the nearest point of public occupancy is
only 21 meters. Given that the consequences of a terrorist sabotage attack on
a medium to large research reactor such as this could be significant for several
kilometers downwind, serious consideration should be given to improving emer-
gency planning in the proximity of such large research reactor sites, including
evacuation planning and the distribution of potassium iodide, especially for
children.

MODES OF SABOTAGE ATTACK

The preceding section describes potential threats to research reactors based
largely on past experience with accidents and tests, not major sabotage attacks
on research reactors—because none have yet occurred so far as we know, except
for the 1981 Israeli military aircraft bombing on an Iraqi research reactor. Given
the catastrophic damage clearly intended by the September 11 attacks, we list
below potential future attack modes that might have severe consequences as
great as those described in the preceding section. The following modes of attack
might be used against a typical research reactor such as those included in
Table 1. They are examples based upon past terrorist attacks on other facilities
and upon the weapons known to be available to terrorists, or that could be
available to terrorists.

Higher Probability Attack Modes

Raid

A group of terrorists covertly puts explosives next to the core or vital system
support components of the research reactor and at the fresh and spent fuel
storage site; later, by remote control the group detonates the explosives. This
would require a detailed study of the onsite conditions and/or help of an insider,
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military-style training, automatic weapons, explosives, and remote triggering
mechanisms. The feasibility of such an attack is possibly high in the U.S. (See
the first three paragraphs of the preceding section).

Truck Bomb
Such an attack could be carried out in two ways.

(1) Truck bomb is detonated near the perimeter fence, aimed at vital system
support components of the research reactor, or

(2) Suicide commandos, equipped with several four-wheel-drive vehicles, break
through the barrier, drive towards vital system support components and
detonate on-board explosives.

In case (1), insider support is crucial for supplying the information on blast-
susceptible areas of the research reactor; furthermore, a four-wheel-drive ve-
hicle capable of transporting about 1 ton of the explosive material close to the
perimeter fence is needed. Case (2) would require a suitable truck loaded with
explosives, capable of breaking through the fence(s) and/or concrete barrier(s),
with other trucks following through the gap created by detonation of the first
truck.

The feasibility of either truck bomb attack mode is considerable. Large
truck bombs have been used successfully against nonreactor U.S. facilities by
terrorists in the past (e.g., U.S. Embassy in Beirut, April 1983; U.S. Marine
barracks and French military headquarters in Lebanon, 1983; World Trade
Center in New York City, 1993; Oklahoma City Federal Building, 1995; Khobar
Towers, U.S. military housing in Saudi Arabia, 1996; two U.S. embassies in
East Africa, 1998).

Lower Probability Attack Modes

Anti-Tank Weapons

One or more vehicle-mounted rocket-propelled grenades are fired against vital
system support components.*! Insider support would be crucial for supplying
the information on grenade-susceptible areas of the research reactor; also, di-
rect line of sight to the reactor from the grenade launching site is essential.
Rocket-propelled grenades are widely available at relatively low cost on the
black market. They are the weapon of choice in the hands of terrorists when-
ever a concrete and/or steel layer is to be overcome in an attack (e.g., concrete
building; armored vehicle).
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Airplane or Helicopter
Two modes of attack are feasible.

(1) Suicide commandos crash several hired business jets (loaded with explo-
sives and fully fuelled), or crash a hijacked large civilian aircraft (fully
fuelled), into a research reactor.

(2) Terrorists fly several hired helicopters or a refurbished and rearmed surplus
military attack aircraft in an attack on a research reactor with military
weapons.

Case (1) requires suicide commandos, trained to crash civilian aircraft into a
research reactor; case (2) requires training in flying a helicopter or military
plane, as well as the acquisition of military weapons, such as rocket-propelled
grenades. Both scenarios require adequate time to deviate from the cleared
flight plan (despite many flight restrictions near nuclear establishments) in
order for the plane(s) or weapons to hit the research reactor.

For both cases, feasibility is low to medium. Although it is relatively easy
to lease business jets, considerable skills are needed to actually hit the small
cross-section of the target area of a research reactor to cause an uncontrolled
release. On the other hand, criminals have demonstrated successfully the use
of chartered or hijacked helicopters to attack security facilities (e.g., for armed
jail breaks). Furthermore, the high speed of a military plane would increase the
surprise element in the attack, and its sophisticated arms are likely to inflict
significant damage (e.g., the 1981 Israeli aircraft bombing and destruction of
the Iraqi research reactor).

RESEARCH REACTORS AT RISK

Table 1 gives examples of the sizes and types of reactors that may be most at
risk. The many small reactors that are operated at power levels lower than
100 kw have not been considered here because of their comparatively low ra-
dioactive inventory. They probably constitute a little more than half the total
number of research reactors in the world.*?

Of the classes described after Table 1, TRIGA type research reactors are
less susceptible to sabotage than are other types of research reactors due to
their inherent shutdown capability based on a high negative temperature co-
efficient of reactivity. Pool-type MTR reactors, whose power is usually below
2 MW, are probably more susceptible to sabotage than the TRIGAs. Smaller
MTRs, not big enough to need a tank and also without a containment building,

101



102 Bunnetal

may present easier targets to attack, but their core inventories and therefore
their radioactive releases will be lower. MTR type reactors with separate fuel
storage pools are more amenable to damage (due to pool water loss and core
uncovering) than are the MTR type reactors that have an interconnected fuel
storage pool. High flux reactors (HFR), due to their generally larger inventory,
and higher fissile volumetric density cores, could present more attractive tar-
gets to terrorist groups bent on sabotaging a nuclear facility. However, these
reactors are generally located away from population centers and better-guarded
than smaller reactors (at least in the U.S.). Additional factors that may help
determine the susceptibility of a research reactor to a terrorist sabotage threat
are the availability of a guard force on site, and the terrorist’s knowledge of
how to manipulate the reactor’s control system so as to remove the control rods
from the core.

ASSESSING RESEARCH REACTORS ACCORDING TO RISK

Within each broad class of research reactors, there exists a further assessment
of reactors based on common factors. Here we will review some factors that
might affect the priority assigned for remedial action. These ranking factors
are equally applicable when conducting an actual assessment of the specific
risk profile of each individual research reactor. Among the most salient factors
we include:

Political Environment

This is the most sensitive and the least publicly discussed factor, yet it is highly
relevant. Nuclear facilities in a country at war or with internal political instabil-
ity may be more likely to be exposed to the possibility of an attack by a terrorist
group than would similar facilities located in a country enjoying a more stable
political situation or less likely to be attacked by terrorists for other reasons.
Furthermore, a country in an unstable political situation may not have the fi-
nancial or other resources to provide adequate protection for nuclear facilities
within its territory.

Location

In general, research reactor sites include suburban locations on university cam-
pues, urban locations at university or industrial research centers, and remote
locations in well-guarded national laboratories or research centers. For the
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terrorist bent on a sabotage attack, the reactor located in an urban environ-
ment would represent the best target, all other factors being equal, followed
by the reactor located in a suburban campus, and then the reactor located in a
remote national laboratory.

Security Culture at Reactor

The more stringent the security protection culture in a research reactor facil-
ity, the less tempting a target it is likely to present to a prospective terrorist
group. In general, better physical protection measures are available at remote
national laboratory sites that are guarded by a government-established force
than would be expected in a reactor located in a suburban campus and guarded
mostly by campus police. An urban reactor may fall in between these two ex-
tremes, depending, often, on what type of organization operates the reactor.
We should stress here that we refer to all aspects of the security or physical
protection culture, not just to the availability of guard forces. Other factors
that contribute to this culture include: adequate (initial and routine) screen-
ing and training of the guard personnel; adequate physical barriers around the
reactor facility to prevent truck bomb attack; adequate locks, intruder sensors
and physical barriers to entry, the availability of a containment structure, and
the implementation of communication systems and procedures with local and
regional security forces.

Financial Resources Available

This is of course important because guards, barriers, sensors, and so forth can
be expensive to support and maintain. Research center financial resources may
diminish with age as the reactor is less used.

CONCLUSIONS

We conclude that terrorists could do considerable damage through a sabotage
attack on a research reactor of medium or larger size, and that these reactors
are generally not as well protected from outside attackers as nuclear power
reactors. The consequences of a successful sabotage attack could be significant
radioactive release and contamination of an area near the reactor site. Since
many research reactors, unlike most power reactors, are located within or close
to populated areas, they may present a greater threat of disruption to the public
from a sabotage attack than do most power reactors.
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Research reactors could be attractive targets for sabotage because terror-
ists’ dispersal of reactor fuel could result in significant doses of radioactivity to
local populations. The presently applied regulatory framework in many coun-
tries needs to be improved to meet the additional threats posed by the new
terrorists. In addition, we recommend that operators of research reactors, at
least those with power greater than 100 kw, consider what terrorist threats
to their reactors may exist after September 11 and whether the physical secu-
rity of their reactors is adequate to those risks. We also recommend that they
consider enhanced emergency planning to deal with possible threats; that they
institute background checks for all those regularly present at their reactors
including of course employees but also student users and operators; and that
they consider strengthening their guard forces to add stronger weaponry and
new training on potential terrorist threats and how to deal with them.
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