Science & Global Security, 21:70-92, 2013 Tavl .
r & Franci
ISSN: 0892-9882 print / 1547-7800 online B?Z&?mg:mof cis

DOI: 10.1080/08929882.2013.755028

Applications and Limitations
of Nuclear Archaeology
in Uranium Enrichment Plants

Matthew Sharp

Bureau of European and Eurasian Affairs, U.S. Department of State,
Washington, DC, USA

The uranium-235 content of a uranium enrichment plant’s product is related to the
uranium-234 content of its waste, allowing one to check with tails measurements con-
sistency with a plant’s declared past production. Verification works best with known
feed material, but with unknown feed isotopics the production of low and high enriched
uranium may still be distinguished based on tails measurements. Estimating product
masses is harder, and concealment scenarios are discussed. With traditional nuclear ac-
counting, relationships between product and waste isotopics, or “nuclear archaeology,”
can increase confidence in the accuracy of declarations of past fissile material produc-
tion.

Nuclear archaeology seeks to develop a suite of methods that can provide in-
dependent verification or cross-checks of the past production of plutonium and
highly enriched uranium. Such tools could enhance confidence in state decla-
rations of past fissile material production, thereby strengthening confidence in
steps towards nuclear disarmament.! Archaeology in the context of plutonium
production requires the measurement and modeling of activation products in
the structure of a nuclear reactor in order to estimate the total integrated
neutron fluence and, hence, the total amount of plutonium produced. This
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technique has been carefully studied and has been successfully applied in a
test case.?

This article explores one way in which nuclear archaeology could be ap-
plied to uranium enrichment operations. There is a relationship between the
enrichment of uranium-235 in the product of an enrichment plant and the de-
pletion of the isotope uranium-234 (present at low levels in natural uranium)
in its waste, or its tails. This relationship implies that measurements of the
tails can be useful in confirming a declared production history.?

This analysis assumes that a country has produced a complete reckon-
ing of its production of enriched uranium, and the aim is to confirm that the
country has not concealed the production of a militarily significant quantity of
highly enriched material from this declaration. The analysis proceeds under
the assumptions that the inspector has access to the declaration, including a
chronology of the amounts and enrichment level of all material produced in
the plant, and that the waste tailings of the plant’s operation are available for
inspection, as well as at least samples of the declared enriched product of the
plant. With this information, the task is to confirm that significant amounts
of highly enriched uranium (HEU) material have not been omitted from the
declaration.

The following briefly describes the techniques of nuclear archaeology and
gauges their effectiveness in the context of three illustrative cases. For the
ideal scenario of a small enrichment enterprise (e.g., only hundreds of kilo-
grams of product total and a single enrichment plant) with feed material of
known properties, inspection of the tails can provide good determinations of
what kind and how much product material was made. Such a case is the best
possible scenario, but it is not completely unrealistic; the IAEA in the early
1990s sought to verify South Africa’s declaration of a similar production his-
tory. In the case of a similarly simple enrichment program with unknown feed
properties (more likely for a small program), a distinction between low and
high enrichment levels can still be made.

In larger programs, along the lines of the American effort with hundreds
of tons of produced material from several facilities, these kinds of determina-
tions are extremely difficult due to the greater complexity of the plant opera-
tion and the widespread destruction of the tails themselves by further enrich-
ment. These schematic models are explored to identify where potential mea-
surements can be useful in testing consistency with a declaration. Scenarios by
which undeclared production could be concealed can be identified, and one can
seek to identify corresponding cross-checks that would require the concealer
to alter material or records in consistent ways, making such scenarios more
difficult.

The simplicity of the cases considered here is intended to explore the poten-
tial for cross checks and to suggest measurements that could be used to build
confidence in a declaration. Employing such tests in more realistic scenarios
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would require significantly more complex models of facilities, and the accu-
racy possible would be highly case-specific. Further work will be required to
determine if the effectiveness of the tests suggested here in real cases would
be commensurate with their costs.

Below, the relevant variables are defined for a model uranium enrichment
plant and the constraints that lead to connections among those variables are
introduced. These connections are then used to demonstrate the utility of nu-
clear archaeology in the context of an idealized, simple enrichment plant. The
complications of a dramatically more complex production effort are introduced
so that the continued efficacy of these methods in such a case can be assessed.
The possibility of deriving a date of material processing based on tails mea-
surements is discussed, and, finally, the implications of a number of possible
means of concealing material production from these techniques are addressed.

URANIUM ENRICHMENT

Enrichment can be considered as a black box process that turns a flow of feed
material into a flow of product, which contains a higher fraction of uranium-
235 than the feed, and a flow of depleted tails, which contain less uranium-
235. In the case of an ideal cascade, no separative work is lost due to mixing
of material of different enrichments. In small-scale plants, a limited number
of operating stages or other cost and engineering-related factors may dictate
that a cascade is non-ideal; with the details of such a cascade an inspector
could seek to construct an accurate model, but the resulting analysis would be
highly case-specific. The plant has a characteristic separation capacity, related
to the rate at which it can apply work to the feed and measured in separa-
tive work units per year, where a separative work unit (SWU) has units of
kilograms uranium. The uranium will in general have only three isotopic com-
ponents: the dominant uranium-238, the fissionable and desired uranium-235,
and uranium-234, present naturally in small quantities. The enrichment pro-
cess can then be described with nine variables:

e The mass of material in each of the plant’s streams [kg/yr]: My, M, M,
e The enrichment of uranium-235 in the streams: x¢, x;, x,

e The enrichment of uranium-234 : y¢, y;, yp

Here, subscripts f, ¢, p indicate that a quantity is measured at the feed, tail,
or product stream. The plant’s separative capacity, C, is sometimes treated as
a tenth variable, but it is not independent from the flow masses. In some cases
below, the capacity is treated as an additional variable for convenience, but
this variable is tied directly to the absolute mass scale of the plant’s opera-
tion, not an actual independent and additional variable in the process. In what
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follows, 10 percent is used as a reasonable uncertainty in a plant’s capacity.
In practice, achieving even this level of certainty could be extremely unlikely,
given that the details of a centrifuge or a gaseous diffusion element may well
be considered sensitive information, and all details of a plant’s operational his-
tory are likely to be known only to the state making a declaration. However,
the purpose of this analysis is to explore linkages with verification implica-
tions among quantities that can be declared and sometimes measured; deriv-
ing an enrichment plant’s separative capacity from unfalsifiable data to within
10 percent is likely impossible, but confirming that a 10 percent estimate of a
plant’s capacity is consistent with all intact records at that level may well be.
In what follows, this important caveat on estimating plant capacity will be
implicit.

The Y-Plant operated by South Africa at its Valindaba site from 1979 to
1990 provides an excellent illustration of this kind of simple facility. This
small plant is particularly relevant because it was used over its lifetime to
produce both low-enriched uranium (LEU) for reactor fuel and HEU for nu-
clear weapons. When South Africa joined the Nuclear Nonproliferation Treaty
in 1991, TAEA inspectors invested nearly 2 years in an attempt to reconstruct
the output of the plant and to verify that it was not possible that enough un-
declared HEU had been produced to construct an additional weapon; this is
exactly the verification task nuclear archaeology is intended to fulfill. The Y-
Plant used natural uranium as feed and had an average capacity estimated
at about 15,000 SWU/year. The South African case is invoked solely as an ex-
ample of a small program where verification proved both challenging and of
particular international interest; the details of this real-life example, includ-
ing the unique enrichment technology used, are not addressed in what follows.

The nine unknowns listed above are not independent of one another. Garza
et al. derive a value function for three components of separation:

Vi(x,y) = co + c1x + coy + csH(x, y) + Ulx, y), @)

where the c; are all independent constants.* H and U are given by:

H(x,y) = ny(Zkfl) (2)
~ My — 1)
with
X
and
. Tk (5)

73



74 Sharp

The separation gains for different isotopes, «;, depend on the technology of
separation.® For a gaseous diffusion plant, o = \/352/349 for uranium-235 be-
ing separated from uranium-238 in UF¢ gas, and so % for separating uranium-
234 and uranium-235 is 1.34. Isotope separation in a gas centrifuge can be
characterized by very similar values for « and k. For concreteness, the cal-
culations below use the gaseous diffusion numbers, but the techniques could
just as easily be applied to centrifuge enrichment plants. Moreover, it must be
noted that more sophisticated methodologies can be used to model cascades,
particularly in the case of centrifuge enrichment plants or other cases of large
separation factors.® However, for the purposes of this analysis, the simpler for-
malism suffices to explore the interconnections among different declared and
measurable quantities related to plant operation.

Sticking to the simpler Garza formulation, V(x,y) is the value function
of the process; integrating it over the three flows into and out of the plant
(weighted by the mass at each stage) will yield the separative work capacity,
C. Since the constants are all independent, each of the five terms on the right
side can be integrated separately, with the first four yielding zero and the fifth
giving C. The first three of these equations are the familiar mass conservation
equations of the system:

My =M, + M, ©)
.’)Cfo = xpMp —l—xtMt (7)
YeMy = ypMp + y:M;. (8)

Integrating the last two terms yields:

My H(xr, yr) = MiH(xt, ye) + MpH(xp, yp) 9
C = MU(xt, y)) + MUl yp) — My Ulxr , yy ) (10

With nine variables and only five equations with which to constrain them,
four more pieces of information are needed to solve the system (thereby reveal-
ing the enrichment of the product). At this level of sophistication, there are no
more constraints available to relate the nine quantities. Instead, nuclear ar-
chaeology depends on determining four of the variables listed above by some
other means.

NUCLEAR ARCHAEOLOGY—EXAMPLES OF APPLICATION

In order to explore the details of implementing archaeology in various sce-
narios, a series of MATLAB routines have been used to encode the con-
straints listed in the last section. These programs take as input the feed as-
say (the concentration of uranium-234 and uranium-235 in the feed), the tails
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Figure 1: The relationship between the uranium-234 content of the tails and the uranium-235
content of the product for a plant of natural feedstock, xf = 0.0072, yr = 5.5 x 107, and
Xx; = 0.002 (color figure available online).

uranium-235 content, the plant’s capacity, and the product uranium-235 en-
richment; the routines then give as output the tails assay and all masses.
These programs can then be used to generate a curve like that in Figure 1,
relating the product enrichment to the uranium-234 content of the tails. This
curve is uniquely defined by a plant’s feed assay and the uranium-235 content
of the tails.

In its simplest implementation, the proposed method of reconstructing
uranium enrichment history from the associated waste products depends on
the inspector knowing x¢, yr, and x; in order to generate such a curve; measur-
ing the uranium-234 content of the tails then allows one to deduce the corre-
sponding product enrichment. Acquiring these three pieces of data should be
possible in many cases. One could then measure the tails uranium-235 enrich-
ment, x;; if the feed is natural uranium, then the uranium-235 content, x¢, is
known to be 0.71 percent. The uranium-234 content of natural uranium can
in fact vary over some range, as is discussed below, but for the moment it can
be considered to be fixed at its average value of 5.5x10~%. This section intro-
duces progressively greater levels of realism and complexity to this scenario
and explores how effectively nuclear archaeology can uncover the enrichment
and mass of product material as the assumptions are relaxed. For the moment
efforts to conceal production are ignored, an issue addressed in a later section.

A Simple Plant with Known Feed Assay and Measurement Errors

A simple uranium enrichment program can be defined as one in which the
enrichment plant has a single feed input and two outputs: the tails and the
product. If the concentrations of uranium-234 and uranium-235 in the plant’s
feed material are known, then measuring the assay of the tails and following
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Figure 2: The error on our determination of the uranium-235 content of the product (in
percent enrichment) as a function of the fractional measurement error of the uranium-234 in
the tails for three levels of product enrichment. Tails uranium-235 content is assumed to be
0.2 percent.

the prescription above determines the assay of the product. In this section, it
is assumed that all of the tails are available.

Assuming that the feed material properties are known exactly, the only
source of uncertainty in the determination of the assay of product correspond-
ing to a given sample of tails is the random error associated with the measure-
ment of the tails assay. In the following simulations, the relationship between
measurement errors in the tails assay and uncertainties in the determination
of the product assay for various enrichment levels are explored; the results are
shown in Figure 2. Here it is clear that a 1 percent measurement error in the
tails implies a~1 percent error on the determination of product enrichment for
LEU product, but that better measurements are required to constrain the en-
richment of HEU product to within 10 percent. At the relevant concentrations,
techniques like Thermal Ionization Mass Spectrometry (TIMS) can easily pro-
duce fractional errors in the range 10~% — 10~3. Since the errors are random,
repeated measurements will increase the accuracy of the measurement. Thus,
accurate calculation of the product assay is quite achievable if the feed iso-
topics are known.

Discovery of HEU Production

There are two scenarios in which nuclear archaeology through measure-
ments of uranium-234 in plant tails can provide verification information. The
first is in the case that a country has declared that it has produced only LEU
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product. The verification challenge in this case is to confirm that no HEU was
in fact produced. As shown above, if the inspector has access to the details
of the feed and tails of the operation, calculating the product enrichment to
within a few percent is possible, and the detection of HEU production would
be straightforward. If no HEU production was declared for a given time pe-
riod, but the tails tell another story, then the attempt to conceal undeclared
production will be discovered.

Determination of HEU Product Mass

If the production of HEU was declared, then a second task for nuclear ar-
chaeology would be to reveal an underreporting of how much of this product
was produced. Having assumed, measured, or calculated the assay of the feed,
tails, and product, one can solve Egs. 6 and 7 for the ratio % With 0.1 per-
cent assay measurements of the tails, one can determine this ratio to within
13 percent for material enriched to 90 percent uranium-235, or 1 percent for
material enriched to 4 percent uranium-235. With a measurement of M, the
mass of product associated with these tails can be determined with the same
uncertainties. If the capacity of the plant is known to 10 percent, then the to-
tal production of this material over a given time span (even material for which
tails are unavailable), can be estimated to the same accuracy.

Determination of Feed Assay

While the above has assumed knowledge of the uranium-234 content of a
plant’s feed, this isotope’s concentration in natural uranium ore can vary from
mine to mine and may well be unknown. If the plant drew all of its feed from
a single source, then a sample from this source, either as raw ore or as unused
UFg, could reveal its uranium-234 content. However, in 1980, the year that the
comparatively simple example of the South African program began operation,
more than 20 domestic mines produced 6,000 tons of uranium, from which 200
tons of UFg were fed into the enrichment plant.” The exact mixture of ore being
fed into the plant is likely unknown and inconstant over the plant’s operation.
In the absence of good data about the feed, an inspector could turn instead to
the product. In the South African case, most of the declared product was made
available to inspectors. The product, if it can be matched to corresponding tails
by dating both, can be used to determine the feed assay. Determining the age of
the material depends on measuring the buildup of decay products, which may
be removed in any chemical processing that follows enrichment. While the tails
will likely not have been chemically treated since leaving the plant, this may
not be the case for the product, which is often oxidized or turned into metal
before use. This processing may make it impossible to determine the date the
material left the cascade, although it would still be possible to determine the
date of the material’s most recent chemical processing. In some situations, this
may be sufficient to determine the feed assay as a function of time.
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A Simple Plant with Unknown Feed Assay

In some cases, none of these means of determining the feed assay will be
possible, and so one must consider the application of these verification tests in
a case in which the uranium-234 content of the feed is unknown. uranium-234
is the result of a decay chain beginning with uranium-238; some of the interme-
diate stages of this chain can be removed from ore in the presence of moisture,
changing the relative abundance of the two isotopes in a way that depends on
the local conditions. This results in uranium-234 enrichment levels that can
vary across some range from mine to mine. The International Union of Pure
and Applied Chemistry (IUPAC) gives this range as 5.0 x 107> — 5.9 x 1075.8
However, recent analysis of samples from many mines has suggested that the
range could be substantially smaller, and that natural uranium contains a
fraction of uranium-234 within the narrower range of 5.1 x 107® — 5.4 x 1072.°
With this wider range, reconstructing the product enrichment with any accu-
racy will prove impossible. However, it may still be possible to distinguish the
production of material enriched to weapons-grade levels from that destined for
use in reactor fuel.

Determination of Product Enrichment

Two means of using the tails to uncover the production of material that is
highly enriched without knowing the exact composition of the feed may be sug-
gested. The first relies on assuming a value for the uranium-234 enrichment of
the feed; if the possible range of actual values is small enough, this turns out
to be sufficient to separate the production of material which is highly enriched
from more modestly enriched product. A second method hinges on using the
mass of the tails and an estimate of the plant’s capacity to solve for the prod-
uct enrichment. Using the two methods together should allow the successful
determination of the broad level of enrichment of the product.

Using an Assumed Feed Assay

Without knowing the precise feed concentration of uranium-234 it is not
possible to determine the exact enrichment of the product from the tails alone.
However, if the range of possible uranium-234 values is narrow enough, one
can often make a guess as to the uranium-234 concentration of the feed and
then compute an estimate of the product enrichment close enough to reality to
determine whether the actual product enrichment fell above or below a given
threshold.

In what follows, tails are simulated to correspond to the production of
both 4 percent and 93 percent-enriched material in order to test the ability of
the proposed nuclear archaeology methods to distinguish the two under these
non-ideal circumstances. In both sets of simulations, the actual feed uranium-
234 assay, yr, is drawn uniformly from a specified range. and the enrichment
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process is modeled to generate simulated tails. From these simulated tails,
the product enrichment can be inferred, using an assumed feed uranium-234
content, y}. The value of V¢ that used to reconstruct the product from the sim-
ulated tails is in general not the same as the value of y; that was in fact used
to generate these tails. The inferred product is labeled as HEU; if the recon-
structed product enrichment exceeds a threshold ¢, and as LEU; if the com-
puted enrichment falls below ¢. By asking the fraction of tails from the pro-
duction of 93 percent-enriched material that are correctly identified as HEU;
and the fraction of 4 percent enrichment tails that are correctly identified as
LEU,, the effectiveness of the test can be assessed as a tool for distinguishing
the two types of enrichment activity based on the tails and without the exact
feed assay.

Two types of errors must be considered in applying this methodology: false
positives, where tails from the production of 4 percent material are mistakenly
judged to correspond to the production of material more enriched than the
threshhold, and false negatives, where tails from to 93 percent-enrichment are
mistakenly associated with product less enriched than ¢. Figure 3 shows how
the rate of each class of mistake depends on the threshold. For this test, the
value of yr used to generate the tails is selected randomly from either the
TUPAC or Richter ranges, but the feed uranium-234 concentration assumed
in the reconstruction, y;, is fixed at the center of the allowed range. If the

0.5 ; 0.5
0.4
0.3
0.2

0.1

Fraction of mislabeled LEU
Fraction of mislabeled HEU

0 0.5 1 0 0.2 04 06 0.8 1
LEU/HEU threshold LEU/HEU threshold

Figure 3: Simulated tails are generated from 4 percent and 93 percent enrichment, picking
a value for the uranium-234 content of the feed (yr) uniformly from either the IUPAC range of
allowed values (solid curves) or the narrower range reported in Richter (dashed). Product
enrichment is then reconstructed based on these simulated tails, computing a product
uranium-235 enrichment by using the center of the allowed range as the assumed
uranium-234 concentration in the feed (y;). If this computed enrichment exceeds the
threshold t, the product is labeled as HEU;, and if the computed enrichment is less than
then it is labeled as LEU;. The left panel shows the fraction of tails from 4 percent enrichment
that were mislabeled as HEU; as a function of the threshold t. The right panel shows the
fraction of tails from 93 percent enrichment that are mis-reconstructed as LEU;. These data
are the results of inspecting 5,000 sets of simulated tails and include measurement errors
(color figure available online).
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threshold to separate HEU; from LEU; is set to 10 percent enrichment, and the
range of possible uranium-234 values is the narrower one specified by Richter,
then both the false positive and negative rates go to zero—one can correctly
identify whether tails correspond to LEU;y or HEU;9 product 100 percent of
the time.

In the case that natural uranium’s uranium-234 content varies over the
wider range specified by the ITUPAC, the same 10 percent threshold misla-
bels tails from 4 percent material as HEU;, for nearly one quarter of possible
uranium-234 concentrations, and tails from 93 percent enrichment are mis-
takenly labeled as LEU;q in roughly a quarter of possible scenarios. Note that
this is not the probability of incorrectly assessing the product enrichment for
a given set of tails, but rather the percentage of all possible enrichment sce-
narios for which the determination will be wrong. As Figure 3 makes clear,
one can adjust the threshold to trade false positives for false negatives in a
way that keeps their sum roughly constant. Figure 4 shows which cases are
being mislabeled, and how the choice of y; can trade false positives for false
negatives.

If the range of possible uranium-234 concentration in the feed can be re-
stricted to a range that has the width of the gray band in Figure 4, then a value
of y; can be assumed such that the production of 4 percent and 93 percent-
enriched material can be distinguished using the tails assay. If natural ura-
nium falls within the range given by Richter, then nature has already done this

5
x 10

¥. assumed

S 52 54 5.6 58
-5
¥ actual =10

Figure 4: Each pixel represents a combination of the actual yf (the feed uranium-234
enrichment used to generate simulated tails) and y; (the value assumed in reconstructing

what kind of product was produced). The central gray region indicates combinations that
correctly identify tails from 4 percent enrichment as LEU;q as well as tails from 93 percent
enrichment as HEU,q, the black combinations misidentify the 93 percent product, and the
white region misses the 4 percent product. If the possible range of yr can be limited to
about half of the IUPAC range (i.e., closer to the Richter range), there is an assumed value of
y; that will always generate the correct answer. Within a given range, adjusting the

assumed y; can frade false positives for false negatives (color figure available online).
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work (the allowed range is already narrower than the gray band), and perfect
separation is possible for all allowed feed compositions. If the natural range
of uranium-234 in uranium ore follows the larger [IUPAC numbers worldwide,
it may still be true that the range of feed used in any given plant falls within
a narrower range. Samples of either ore or product, or even the most general
information on where feed was likely to have originated, can help to constrain
this range. If the range can be constricted far enough, then Figure 4 will re-
veal a value for y} that a nuclear archaeologist can use to reliably distinguish
high and low-enriched tails. If the range remains too broad for this, the plot
shows an assumed value that will trade higher false positive rates in return
for correctly identifying all 93 percent product as HEUjy.

Using the Tails Mass

In many cases, the production of 4 percent and 93 percent-enriched prod-
uct can thus be distinguished with only knowledge of the range of possible
uranium-234 assays in natural uranium feed; in those cases where tails can-
not always be correctly associated with LEU or HEU product, one can still ar-
range to detect production of 93 percent material, incurring higher false pos-
itive rates in the process. The tails mass can then be used to separate these
false positives from actual weapons-grade material production. This technique
relies on the correlation between the mass of tails produced in a fixed time
span and the product enrichment, given a fixed capacity and tails assay (panel
1 of Figure 5). With perfect knowledge of the capacity and a good measurement
of the tails mass, this correlation yields the product enrichment.

Unfortunately, the enrichment capacity of the plant may not be accurately
known. In this event, records of data such as power usage of a plant (available
in the South African example) or the number and type of separative units in
operation over time could help to form an estimate of the capacity of a plant,
and data on feed, tail, and product mass flows at various points in time could
be used to calibrate this estimate at those times. If the actual capacity can be
estimated to within 10 percent, the distribution of tails masses for 4 percent-
enriched and 93 percent-enriched product are shown in panel 2 of Figure 5.
The fact that the two regions are non-overlapping shows that, even with an
inaccurate estimate of the capacity, the production of 4 percent and 93 percent-
enriched material can be distinguished by using the mass of tails created in a
given time period.

Measuring the mass in a given tank of tails is easy enough, but determin-
ing the production rate of tails requires one also know the time period over
which a given tank was filled; this entails another source of uncertainty in any
effort to separate the production of HEU from that of LEU. For example, if a
10 percent Gaussian error in the measurement of the tails mass measurement
is added to a 10 percent uncertainty in the capacity, there will be significant
overlap in the distribution of measured tails masses from the production of
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Figure 5: (top left) The relationship between the mass of tails produced each year and the
enrichment of product for a 15,000 SWU/year plant operating at 0.2 percent uranium-235
tails. (tfop right) The distribution of possible mass rates corresponding to 93 percent
enrichment (dark) and 4 percent enrichment (lighter), assuming 10 percent uncertainty in
the plant’s capacity. The two distinct regions indicate that one can still use the mass of tails
to distinguish 4 percent and 93 percent enrichment. (bottom left) If a 10 percent error on a
measurement of the tails mass is added to the uncertainty in capacity, it becomes more
difficult to distinguish the two. (boftom right) The false alarm rate for mis-labeling 4 percent
production, given a range of capacity uncertainties and errors on tail mass measurements,
keepinyg the detection probability of 93 percent-enriched material production fixed at 95
percent (color figure avialable online).

reactor and weapons-grade material (panel 3 of Figure 5), making it difficult
to reliably distinguish the two by this method. Panel 4 explores how badly this
overlap hurts the chances of success; while demanding 95 percent confidence
of detecting any enrichment to 93 percent uranium-235 the false positive (mis-
identifying tails from 4 percent product) rate is calculated as a function of both
the capacity uncertainty and the error on the mass rate. Limiting the false pos-
itive rate to the 5 percent level is seen to require ~5 percent mass estimates
unless the uncertainty on the capacity can be reduced.
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An inspector’s ability to meet this goal depends on the details of the plant
being inspected and its operation. The contents of a given tank can be weighed
and dated accurately; for a 20 year-old program, the mean age of material in a
tank can easily be dated to within ~1 week by measuring decay products. If a
program produced many containers of tails each year, and if all of these tails
are assumed to be available, then an inspector could date all of the tails and
sum the masses of those that fall within the desired period. The total mass
sent to tails in one year by a plant that was producing one 12-ton container
of waste a month or more (about ten times larger than South Africa’s Y-Plant)
could be easily measured to within 5 percent in this way. If the rate had to be
derived from a partial set of tails, or if the production rate for a smaller period
of time were desired, then this uncertainty would rise proportionally.

For a smaller plant, fewer waste containers would be filled each year, and
a tank with a mean date within a given time window might very well contain
substantial amounts of tails from dates outside of this window. In order to de-
termine the tails mass rate in such a scenario, the inspector would need to
determine the dates at which the filling of each tank began and ended. Uncer-
tainty on the mass rate would be equal to the uncertainty of these dates, and so
5 percent mass rates would depend on knowing the dates to within a few weeks
for a South African-sized plant. Operation records could certainly provide this
information, to the extent that these records could be trusted. Alternatively, if
the mean ages of two consecutively filled tanks are known, and the filling rate
is the same for both tanks, then the transition date is halfway between the
two. Where filling rates changed in a known way due to shifts in product assay
or plant operation, this can be easily accounted for; shifts in product assay are
rare for the small plants considered here. While the time span of tank filling
could be misestimated through an unaccounted for change in filling rate or a
falsified record, moving the start or end dates will exaggerate the filling rate
of one tank by reducing the implied rate of the neighboring tank; an error in
one direction is thus balanced by a corresponding error in the opposite direc-
tion. In sum, for a variety of plant operation scenarios, 5 percent uncertainties
on a measurement of the plant’s tails mass rate may be possible, allowing the
separation of high and low enrichment. Where such accurate determinations
of mass rates are impossible, higher false positive rates would result.

This illustration attempts to distinguish the production of 4 percent and 93
percent-enriched product. Distinguishing the production of two types of mate-
rial of less different enrichment levels would be more difficult, although the
flatness of the tails mass-product enrichment curve above 20 percent enrich-
ment indicates that in most cases it should be possible to distinguish the pro-
duction of LEU and HEU.

Furthermore, while the tails mass can be altered artificially by hiding
a certain quantity of tails, it is only possible to decrease the tails mass in
this way. As is clear in Panel 1 of Figure 5, hidden tails could disguise the
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production of 4 percent-enriched material as that of 93 percent HEU, but not
the other way around. If tails from LEU production have in fact been diverted
for other uses, such as depleted munitions or recycling, it will be necessary to
confirm the quantities involved and to include this material in the accounting
in order to avoid the mistaken conclusion of HEU production; diversion of tails
for any reason makes the job of a nuclear archaeologist more difficult.

The above presents two means of using the tails to distinguish the produc-
tion of reactor grade and weapons-grade material. Each of these methods can
make this distinction on its own if circumstances are somewhat favorable: if
the uranium-234 content of the feed can be somewhat constrained for the first
test and if the dating of the tails is sufficiently accurate for the second test.
If neither of these criteria is met, then each method will yield unacceptably
high false positive rates, but the two methods can still be used in conjunction
with one another to discover any tails that correspond to the production of
HEU product. A lack of detailed feed isotopics information therefore does not
completely eliminate nuclear archaeology’s usefulness through the measures
discussed here.

Determination of HEU Product Mass

For a collection of tails corresponding to the production of both 4 percent
and 93 percent-enriched product, the above tests could be used to isolate all
of the tails that correspond to the higher enrichment level. However, without
knowing the details of the feed material, the exact enrichment of the HEU
product would remain unknown, and it would not be possible to deduce the
total product mass from the tails alone. However, one could check for consis-
tency of the tails with the declaration. Because the tails can be dated, they
can be matched to specific periods of declared operation. The declared enrich-
ment of these periods determines the ratio of product to tails masses, and
the consistency of this ratio with the declared product mass, the measured
tails quantity, and the estimated plant capacity will provide increased con-
fidence in the declaration’s veracity. While the product mass cannot be de-
termined by these means alone, they do make hiding production that much
harder.

LARGER PROGRAMS

Because uncertainty in fissile material production translates into uncertainty
in warhead stockpile sizes, an effort to verifiably dismantle the large nuclear
arsenals of the United States and Russia would be greatly helped by more
accurate assessments of how much HEU was in the possession of both coun-
tries. It is unlikely that nuclear archaeology can provide such an assessment
through the tools discussed here, due both to the greater complexity of these
enrichment efforts and the unavailability of the associated tails.



Nuclear Archaeology 85

The simple plants discussed in previous sections involve a single feed and
a single product, but the larger programs of the United States and the So-
viet Union were more complex than this. In the American case, for example,
HEU production was carried out principally at the Portsmouth and Oak Ridge
gaseous diffusion plants, but these plants were fed with LEU produced at a
separate plant at Paducah, which was in turn often fed with uranium that had
been irradiated (and therefore depleted in uranium-235). At the same time,
the introduction of uranium-236 into this material adds new constraints on
how relative abundances of isotopes change as they move through the system.
Sometimes, the plants were operated with multiple product streams, further
complicating the accounting.

In principle, detailed records of the processing that led to each sample of
tails could be used to construct new relationships between tail and product as-
says, and one could still determine consistency with a declaration. However,
activities in both the United States and the Russian Federation are destroy-
ing the evidence contained in the enrichment waste by using these tails for
other purposes. In both nations, the tails have been re-enriched in order to ex-
tract the uranium-235 remaining in this waste. In particular, more than half
of the relevant tails at Paducah were re-fed into the cascades, as were substan-
tial portions of the tails from the other two American plants, often in a mix-
ture of material from different sources. Techniques to make sense of the tails
from the reprocessing of such a mix of other tails would involve considerably
more ambiguity than those discussed here, and the effectiveness of such tech-
niques would be strongly dependent on detailed records of the various plants’
operation. It is doubtful whether such records are available, and they could
be easily falsified if they did exist. Nevertheless, such checks of the consis-
tency of declarations would be confidence building and should be investigated
further.

The extent to which Russian tails have been re-enriched is less clear, but
the total amount of Russian tails still on hand is estimated to be of the same
magnitude as the American stockpile. Since Soviet production of HEU ex-
ceeded that of the United States, it is likely that an even greater degree of
re-enrichment was carried out on these tails. Over the past years, Russian
HEU has been blended with 1.5 percent-enriched material to produce LEU to
sell to the United States through the HEU deal; while this 1.5 percent material
does come from tails-stripping, the tails that are being stripped come from a
separate arrangement to re-enrich tails from URENCO, and not from previous
Soviet enrichment activity. This particular activity therefore does not impact
the application of these measures to the Soviet weapons program.

An additional portion of the stockpile of depleted tails has been used to
manufacture depleted uranium munitions. In the mid 1990s, the demand for
this material in the United States was approaching 2,000 tons per year, nearly
half a percent of the total stockpile of tails. It is possible that up to 10 percent of
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the total tails available have been removed from the stockpiles for this purpose,
and are no longer available for nuclear archaeology, although the removed ma-
terial does not necessarily correspond to the earlier periods of weapons mate-
rial production.

Although these activities have made it impossible to fully verify the US and
Russian enrichment programs using the tails, the fraction of tails that have
not been re-enriched or used for depleted uranium weapons could in principle
be used to at least demonstrate consistency with declared activities, provided
that they can be accurately dated as discussed above. Unfortunately, even this
may not be possible for very long. In 2008 the US completed construction of
two plants to convert the remaining half million tons of tails from UFg to a
more stable oxide form over the coming decades. While such conversion should
not adjust the isotopics of the uranium, it would likely involve chemical pro-
cessing that will make dating the tails very difficult. In programs of such large
volumes and ranges of product, an inability to associate tails with a certain
production period would be catastrophic for any hopes of using tails for ver-
ification purposes; within the next 20 years, any measurements of tails from
the American HEU enterprise will be all but impossible. There are no plans to
convert the remaining Russian tails from UFg.

TAILS DATING

The ability to accurately date the available tails is very helpful in determining
the mass of tails produced in a given time and in detecting a state that seeks
to conceal a diversion of material. Because of the separation processing, the
uranium-235 and uranium-238 in the tails is likely to leave the plant clean
of any of either isotope’s decay products. However, as soon as the tails are
removed, each uranium isotope will begin to decay, leaving daughter products
at a concentration that depends on the amount of time elapsed. Measuring
the concentration of these daughters therefore gives an estimate of when the
material was removed from the plant.

For decays with half-lives much longer than the time-scale of the enrich-
ment activity (true of all decay products relevant here), the fractional error
in the determination of the age of the material is of the same order as the
fractional error in the measurement of the concentration of the decay product.
Even at the very small fractional levels involved in uranium decay products,
0.1 percent measurements should be possible in principle with advanced mass
spectrometry techniques, if homogenous samples can be acquired.

With 0.1 percent measurements of the age of tails that are less than 10
years old (as in the South African example), the uncertainty is significantly
less than the amount of time it takes to fill a tank. In this event, the measured
age of a well-mixed tank represents the average age of the tank’s contents.
Uncovering the actual start and end dates of filling for this tank will require
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more information, either from records or from the dating of chronologically
consecutive tanks, as discussed previously.

While measurement accuracies can be achieved at the levels required for
the tests discussed here, real world scenarios will likely involve significant
complications. The actual mechanics of acquiring a sample from a container of
tails that includes the decay products, whether by physically removing a solid
sample of material or somehow acquiring a gas-phase sample that includes
both tails material and decay products, may be far from trivial. In this anal-
ysis, it has been assumed that a sampling technique is available that allows
the measurement of decay product concentrations; the development of such
techniques requires further work.

In principle, product material can also be dated in this way, but chemical
processing can remove the relevant decay products, allowing only lower limits
of age to be put on material. While most product material undergoes some
form of chemical processing, the tails, a waste product, are often left alone. As
mentioned previously, the US provides an exception to this, having put into
action plans to convert all tails to a more stable oxide form. Such treatment
dramatically impairs the possibility of dating material.

CONCEALING UNDECLARED PRODUCTION

In much of what has been discussed above, there are obvious ways of altering
the record of tails in such a way as to make detection of a diversion of material
more difficult for the nuclear archaeologist. Such scenarios can be considered
in the case of a plant that mirrors that of South Africa, i.e., one with about 10
years of operation and with the tails, product, and records available for inspec-
tion. Consider a scenario in which a weapon’s worth of HEU (25 kg) has been
diverted and concealed, corresponding to roughly one year of processing time.
While hiding or altering tails makes nuclear archaeology through these means
impossible, inspectors might use these techniques to complement traditional
accountancy to detect inconsistencies in such a scenario.

Erasing Production from Records

If a state attempts to remove the production of 55 kg of HEU from its
declaration, but presents the tails from this production to the inspector, then
the techniques described here will reveal the production of HEU during the
undeclared period and detect the diversion outright.

Hiding Tails and Claiming No Production

Knowing that the tails will reveal the diversion, an aspiring diverter would
likely hide them. Because the remaining tails can be dated quite accurately, the
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gap in available tails will then be detected and an explanation demanded. Per-
haps the declarer would claim that nothing was produced by the plant during
the year in question.

Evading detection in this scenario would depend on changing a great many
records in a consistent way without being caught. In addition to the approxi-
mately 30 tons of tails to be hidden away, the declarer must alter the records of
the plant’s operation to show no activity for an entire year. In the South African
example, this would have included doctoring records related to the electricity
consumption of the plant, the introduction of ~30 tons of feed material, and
the fluoridation of this feed. The state would have to explain the suspicious
gap-year convincingly, and hope that interviews with the large number of peo-
ple involved didn’t reveal that anything was awry. Note that the dating of tails
allows the inspectors to focus their attention on the relevant year.

Hiding Tails and Claiming LEU Production

Given the scope of falsification needed to claim that no production was car-
ried out in the year for which tails have been hidden, it would perhaps be more
sensible to claim that the plant spent the year making LEU product, instead.
This scenario avoids many of the problems of the previous one, for example
by not requiring an explanation for plant shutdown that doesn’t square with
any relevant records, and requires changing the quantity of feed (by about 50
percent) instead of hiding it altogether. However, it introduces the question of
what happened to the several tons of LEU product that has been claimed but
does not exist. Having misplaced both the tails and product for this year would
certainly raise suspicion.

Claiming non-Weapons-Grade HEU Production

If the declaration reported the year’s production as HEU, but not as
weapons ready material (e.g., the 45 percent-enriched material that South
Africa used to fuel the Safari research reactor), then the tails would not need
to be hidden, so long as the inspector had no hope of finding the exact uranium-
234 content of the plant’s feed. Although the amount of product material that is
missing from the declaration is much smaller (~100 kg) than in the previous
scenario, the high enrichment makes this material much more valuable and
unlikely to have been lost. Claiming that the material had been burned as fuel
would require fairly elaborate misdirection, especially as the entire production
of HEU for the Safari reactor was likely only ~70 kg (i.e., small on the scale of
the required diversion).1°

Spreading Diverted Product Across the Plant Lifetime

Instead of altering the records to hide a seventh year of weapons mate-
rial production, a state could underreport the amount of material produced in
each of seven years, hiding 1/7 of the tails from each year as well. This would
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largely avoid the complication of drawing attention to the year of production
that hides the diversion, as in the previous cases. While this scenario is per-
haps the most difficult to detect, it does introduce complications of its own. If
the product is available and can be dated, then it could be matched to the tails;
diverting 1/7 of each year’s tails to hide capacity would then require diverting
1/7 of each year’s product instead of simply diverting one of seven weapons.
Otherwise, mismatched tail and product dates would reveal the diversion. The
metalization of HEU might imply that dating the product would yield the age
of the metal, and not of the original HEU, but in the case of a material-starved
program like South Africa’s, in which material was converted to useable forms
as fast as it could be produced, the two dates might well be close enough to
reveal inconsistencies between the tails and the product.

A further risk to a state seeking to divert material undetected in this way
is that the total mass produced each year is fixed by the plant’s capacity. If
the capacity is known to be 10 percent, the diversion is limited to this level.
In South Africa’s case, this limits the diversion to ~5 kg of HEU per year for
seven years, well short of 55 kg. To hide more material than capacity uncer-
tainties could explain, records of operation would need to be changed to hide
the excess capacity, and one might wonder why the capacity was so much lower
when HEU was being produced than it was during the rest of the plant’s life-
time. Furthermore, assuming South African rates of tank filling, this form of
diversion would involve partially emptying tanks of tails. Leaving behind tails
tanks that are partially filled might raise suspicion, particularly if the fraction
of tails missing and the fraction of capacity unaccounted for matched exactly.
This kind of diversion would be easier to hide for a much larger program.

Doctoring Tails

A final option for concealing undeclared production would be to leave the
tails in place but to mix extra uranium-234 into them in order to make tails
from HEU production look like they came from the production of LEU, instead.
By mixing tails from 93 percent enrichment with tails from 1 percent enrich-
ment in a 2:1 ratio, an operator could make it look like the tails came from
4 percent product. However, attempts to date the mixed tails would yield an
answer one-third of the way between the actual times of production of the two
components. If the tails from 1 percent material were freshly made, this would
likely lead to confusing inconsistencies in the chronology of tails. Note also that
the tails mass is increased by 50 percent in this example, dramatically alter-
ing the implied capacity of the plant or requiring the concealment of this extra
material.

If the tails from 1 percent enrichment came from approximately the same
time as the HEU being diverted, the diversion would be very difficult to detect.
However, the diluting tails would likely need to come from another plant, not
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part of the declaration under verification to avoid explaining why the 1 percent
tails were missing. The concealment becomes fairly convoluted.

In each of these cases, the method of concealing undeclared production is
not impossible to get away with. However, these contortions to evade detection
do create inconsistencies with other methods of nuclear accountancy, and the
effort involved in fooling the inspector is considerable. While concealment is
not impossible, it is certainly not easy.

CONCLUSIONS

The above has explored several tests that can be applied to the tails of a ura-
nium enrichment plant to detect the undeclared production of weapons-grade
HEU. In cases where natural uranium is used as feed and measurements are
possible on the tails:

e Given the uranium-234 content of the feed, the product enrichment can be
calculated. If samples of feed or product are available, the uranium-234
content of the feed can be discovered.

e If the product enrichment is known, then the product mass matching a
quantity of tails can be computed. To the degree that the capacity is known,
the total product mass can be independently computed.

e Ifthe uranium-234 content of the feed is unknown but can be constrained
to lie within a narrow enough range, then the production of LEU versus
that of HEU can often still be discriminated from the tails. It is possible
that the natural variation of uranium-234 concentrations is narrow enough
already that this distinction can be made. If, as is also possible, the natural
range is slightly broader than what is needed for this to be feasible, it can
be narrowed with measurements of feed or product material.

o The mass of the tails, combined with knowledge of the plant’s capacity and
good enough estimates of the dates during which tails were produced, can
offer an independent assessment of whether a plant was producing LEU or
HEU. Combining this test with the previous one should allow discrimina-
tion in most reasonable cases.

o Without knowing the product enrichment exactly, determining the mass of
product produced is difficult, but where a declaration has been made, con-
sistency with the declared mass and enrichment of product can be checked
using the tails.

e Concealing undeclared production is possible, but requires elaborate mea-
sures to avoid detection.
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Provided that an enrichment project is small and simple in design, detailed
conclusions can be drawn about the enriched product that corresponds to any
available tails. If a large portion of the plant’s tails is available, nuclear ar-
chaeology can make the concealment of HEU production quite difficult. In this
sense, it can provide a valuable verification tool to inspectors of fissile mate-
rial production complexes. By contrast, the complexity of material flows in a
larger enrichment program makes the application of these techniques much
more difficult. In this case, even judging consistency between a declaration
and available tails could prove challenging, although the possibility deserves
further scrutiny.

Clearly, these tools could be helpful in verifying the past production of an
enrichment plant after its operation has concluded. In addition, exploring veri-
fication techniques can also help illuminate what kinds of data should be taken
during a plant’s operation to make accounting easier down the road. For in-
stance, records of feed and tails isotopics, including trace isotopes, could lend
greater transparency to a plant’s operation. Measurements, or even samples,
where possible, would of course be preferable to theoretical numbers. In some
cases, the tails associated with past production of HEU are being recycled in
order to further strip them, making them unusable for many of the tests de-
scribed here. Where this is true, taking measurements of the tails before they
are stripped could prevent this data from being lost forever. Material dating
could be facilitated by not mixing wastes from different times, or perhaps even
by verifiably sealing containers. Additionally, verification would be made eas-
ier if careful records were kept relating to the plant’s operating capacity, such
as numbers of separative units in operation, power consumption, etc. The ca-
pacity of a plant determines the quantity of material produced within it; un-
derstanding ways of determining this capacity should be the subject of future
work. While such measures might be falsified without detection, they would
make concealing material production more complicated and offer greater con-
fidence in a verification project. The earlier in a program that such information
can be shared, the more confidence it can inspire.

In essence, many operating parameters of a plant are related to one an-
other in well-defined ways; the more measurements and records that are kept
during a plant’s operation, the more tests can be performed for consistency
with declared activity. By implementing appropriate record-keeping and ac-
counting measures early on, plant managers can facilitate verification later
on; program records should be kept with the idea that a program might be
audited in the future, in contrast to the way many programs have been op-
erated in the past. In this way, large uncertainties in the past production of
fissile materials might be avoided, helping to make verifiable disarmament
possible.

At the same time, it must be emphasized again that actual enrichment fa-
cilities are immensely more complex than the model facilities considered here.
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The conclusions drawn here are based on a number of non-trivial assumptions,
including on the possibility of the measurements suggested. Further work is
needed to assess how the consistency checks suggested here might be applied,
at with what difficulty, in more realistic facilities.
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