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ABSTRACT

Passive gamma spectroscopy has been successfully used for
nuclear warhead inspection systems based on the template-
matching approach. The most prominent example of such a
system is Sandia’s Trusted Radiation Identification System
(TRIS), which is based on an earlier system used at Pantex
since 1994 to confirm the identities of containerized pluto-
nium pits. Remarkably, TRIS uses only 16 energy bins, i.e., 16
numbers, to accomplish this task. Additional experiments have
shown that such a template-matching method could be per-
formed in a way that does not reveal classified information.
To be used in a real inspection setting, however, inspectors
must gain confidence that the system hardware and software
work as designed and display genuine measurements through
a process known as authentication. It also requires establishing
and maintaining confidence in the template, i.e, that the data
characterizing the treaty accountable item is genuine and has
not been altered. In the case of TRIS, the template data are
stored electronically and signed as a whole, such that no infor-
mation about the template can ever be shared with inspectors
as a confidence-building measure. Here, we propose an inspec-
tion protocol that uses a different approach: Information is
stored in the form of punched cards that encode the secret
template. Public masks can be used to reveal selected features
of the template, e.g. total counts in particular energy bins,
while keeping others secret, constraining certain physical prop-
erties of the treaty accountable item and providing increasing
levels of transparency. We illustrate our approach using
Princeton’s Information Barrier Experimental Il based on a vin-
tage 6502 processor.

Background

Template-matching approaches based on passive gamma spectroscopy com-
bine several highly desirable features for inspection systems used for war-
head confirmation measurements. They are simple to set up and use in the
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tield without raising safety concerns. Moreover, unlike inspection systems
based on the attribute approach, they can work with low-resolution detec-
tors that are robust and can provide some inherent information security.
The most prominent example of such a system is Sandia’s Trusted
Radiation Identification System (TRIS), which is based on an earlier system
used at Pantex since 1994 to confirm the identities of containerized pits.
Sandia researchers believe that “template matching can be performed in a
way that is robust and does not reveal classified information.”’ While there
are strategies to defeat passive detection systems,” these systems can estab-
lish a first confirmation layer that can be followed by additional, more
involved measurements, perhaps for randomly selected items, later on.

Despite the strengths of passive template-matching, no information bar-
rier system has so far been successfully authenticated.” This is mostly due
to the difficulty of establishing the inspector’s trust in the hardware and
software, including the integrity of the template data. To address these con-
cerns, at least partially, we offer two main ideas. First, we examine the pos-
sibility of storing secret data, i.e., the template, on non-electronic physical
objects to make the hardware authentication process simpler. In particular,
we use traditional punched cards to store the data.* In our case, data con-
sidered sensitive are never stored permanently on electronic media; they
only exist in volatile memory when the inspection system is powered and
initialized. Second, we also propose a non-electronic scheme to selectively
make public information about the template as part of possible transpar-
ency and confidence-building measures, for example, by revealing specific
attributes of the template or information relative to the calibration of the
apparatus. To do so, we introduce masks that can be placed on top of our
template punched card to release bitwise information. Overall, this effort is
part of our “vintage verification” project, which explores the potential of
hardware from the 1970s as platforms for trusted computing.”

Inspection concept and protocol

Similar to Sandia’s TRIS, which uses only 16 numbers representing counts
per energy bins to generate the template gamma spectrum, we also limit
the size of the template. For this proof-of-concept, we use 12 bins, each
250keV wide, covering the entire energy range from 0keV to 3,000keV. In
general, just as in the case of TRIS, the bins could be of different widths,
there could be gaps between them, and they could be weighted or com-
bined in different ways. In practice, the host and inspectors would need to
agree on the details prior to inspection. The format of the punched card
proposed below allocates 24 bits per bin, i.e., it can store more than 16 mil-
lion counts per channel. For simplicity, we assume that the system acquires
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exactly 2'® = 262,144 counts before terminating the measurement.® For a
count rate of about 2,000 counts per second, typical for the measurements
on plutonium objects describe here, a spectrum is acquired in 2 to
3 minutes, making the confirmation process relatively fast and practical.
The inspection protocol has a private phase and a public phase, which are
summarized in the following.

Private phase

Generating the secret template

The host has at least one warhead of the relevant type available and can
use this item to determine its gamma spectrum with excellent accuracy
using the same type of measurement equipment that will also be used dur-
ing future inspections.

Based on this spectrum, the host can then determine the numerical val-
ues for the 12 broad-energy bins that will serve as the template. As an
example, Figure 1 shows the reference spectrum and the respective numer-
ical values of the template of a plutonium ball measured at the Device
Assembly Facility in August 2017. The system used for these measurements
is based on a sodium-iodide detector and uses a number of thoriated
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Figure 1. Sample gamma radiation spectrum from a 4.5-kg solid plutonium ball measured at
the Device Assembly Facility in August 2017. The spectrum includes signatures from a weak
calibration source (here thorium with its characteristic peak at 2.614MeV.) Also shown is the
12-bin representation of this spectrum, including the 12 numerical values that make up the
template and would typically be considered highly sensitive in the case of a nuclear warhead.
The data are scaled down to a total of 2'® = 262,144 counts.
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welding rods that surround the detector crystal to “self-calibrate” the
detector in regular intervals.”

Making the punched card encoding the secret template

Once the host has privately determined the numerical values that describe
the signature from a particular warhead or warhead-component type, the
template card can be prepared. Figure 2 shows the design that we chose for
our prototype system. We envision that a total of 512 bits are available on
the card in order to make brute-force attacks based on the card’s SHA3-
512 hash (discussed further below) impossible. We allocate 24 bits per
energy bin, adding up to 288bits of template data. Another 208 bits are
available for padding bytes, which can be arbitrarily chosen by the host.
The final 16 bits on the card are used for a standard (Fletcher 16) check-
sum to ensure that the card has been properly read.®

Public phase

Validating the template card

Before any meaningful inspections can be carried out, the template card
must be validated. To do this, a trusted reference item, i.e., a nuclear war-
head of a specified type, has to be available. The inspector could select this
reference item, perhaps directly from the front section of a ballistic missile.
Figure 3 illustrates the key steps of this phase.

To begin the validation process, the template card is read with a punched
card reader and its cryptographic hash is calculated and displayed by the
inspection system. At this point, the use of a punched card offers an
important advantage over electronic storage of the data. A template reader
would normally be a separate electronic device that would need to be

(12 x 24 bit) Fletcher 16 checksum

Template
I

Padding bytes (13 x 16 bit)

Figure 2. Secret punched card for the 12 template values shown in Figure 1. Twenty-four bits
are available for each bin of the template, for a total of 288 bits of spectrum data. Arbitrarily
chosen padding bytes provide extra entropy. The last 16 bits are a checksum to ensure that the
data have been read in correctly. Overall, the card has a storage capacity of 512 bits
(or 64 bytes).
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Figure 3. Steps of the protocol to validate the template card with a trusted reference item and
to possibly and selectively confirm public information about the template using a dedi-
cated mask.

certified and authenticated. A punch card can be read with a simple device,
such as an electromechanical reader, which would be relatively easy to
authenticate. After the template is read, its cryptographic hash is calculated
and displayed by the inspection system, such that the host commits to the
template data and cannot modify it.” As an example, the SHA3-512 hash of
the card shown in Figure 2 is:

3d05e4f4eldel619a4075¢c66d91076da
93ebd94£4c9251dblc9el854afae0498
1666836£92502a30b83ecaecatfa383d5d5
58c6d00adl149a0£3d51002bld0e7a8£fd

Using SHA3-512, the hash has 512bits,'” just like the message encoded on
the card. The group of SHA3 functions is considered to be among the strongest
hash functions available today. For a cryptographic hash function to be viable,
it has to be very hard to find a valid message based on a known hash, to find a
second message that produces the same hash as a given message, and to find
two arbitrary messages that produce the same hash. In our context, the hash
function ensures that the inspector cannot extract the template from the public
hash and that the host cannot modify the template without also changing
its hash.

The public hash of the template card will be used in all future inspec-
tions to confirm that the host is using the same card that was used during
this validation phase'' and that the template has not been modified.
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The system is now initialized and ready for measurements. If the trusted
reference item passes the inspection, then the template card and its public
hash are considered “valid” and accepted for future use. In the case of the
IBX IL'? we use a standard Xz—test to compare the measured values (N;)
with the values of the secret template ( T):"

N,— T
Nz(

For the 11 degrees of freedom of this problem,14 the y’-value obtained
for a valid item is greater than 30 in one out of 1,000 cases, i.e., a valid
item is incorrectly flagged as invalid with a probability of about 0.1%. It is
also worth noting that expected variations between warheads of the same
type (due to manufacturing tolerances, variations in material composition
and age, etc.) would affect the outcome of the y’-test and broaden the dis-
tribution of y*-values. In general, the threshold value for the y*-test would
be subject to negotiation between the parties, and agreed strategies for
repeated testing could be used to reduce the overall false positive rate."

Inspecting candidate items

To prepare for the inspection of a candidate item, the system is initialized
with the secret template card provided by the host. The system displays the
SHA3-512 hash of the template, and the inspector can confirm that it is
identical to the public value previously recorded. Once the measurement is
complete and the inspection system displays a “pass” signal (versus a “fail”
signal) based on the y-test, then the item is accepted as a valid item.
Figure 4 shows the result of 100 repeated measurements of the plutonium
ball discussed above. In this example, all y*-values are significantly below
the notional threshold of % = 30.

Revealing selected template data (optional)

The punched card method described here has the important advantage of
allowing to reveal some information about the template and therefore
increasing the confidence in the overall procedure. As part of the protocol,
the host and inspector can agree on using a mask that will be placed on
top of the template card during the template validation process (Step 4 in
Figure 3). The mask will reveal selected features of the template data to the
inspector, while concealing the rest of the card. Figure 5 shows a few exam-
ples. There are two important benefits of this approach. The first is the
possibility to reveal information that would complement the authentication
of the inspection hardware by providing specific information on the meas-
urement, for example, the total count and the presence of a calibration
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Figure 4. Distribution of y*-values for 100 repeated measurements of the 4.5-kg solid pluto-
nium ball. Acquired data are compared against the template values listed in Figure 1. An item
passes the test if the y* is below a previously agreed threshold. Here, for a notional threshold
value of x2 = 30, all items pass with a good margin.

peak in a specific bin. The second is the possibility to reveal a posteriori
specific features of the template to help with the disarmament process. This
is an important advantage of this methods. Something like that is not pos-
sible if the entire template data are stored electronically and signed as
a whole.

Toward public templates

In general, the gamma radiation signature of a nuclear warhead is consid-
ered highly sensitive information. The purpose of information barriers is to
protect this information, but authentication of these devices has proven
elusive. As briefly discussed below, confirming correct operation of the
equipment may be less challenging if some features of the template were
made public. In fact, if the entire template was considered non-sensitive,
no information barrier would be needed.'

Without assessing the desirability or likelihood of weapon states publicly
revealing selected features of warhead radiation signatures, here, we explore
how such a process could be implemented in a selective or grad-
ual manner.

The proposed approach envisions separating secret and public informa-
tion about the template using dedicated masks, which enables some
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Figure 5. Secret template punched card (top) and a collection of possible masks that would be

placed on top of the template card to cover sensitive information. Mask 1 covers the entire

template, i.e., no information whatsoever is revealed. Mask 2 confirms that the counts are <2'®

in all bins; it also reveals the least significant bit for each bin. Mask 3 lowers the upper bounds,

reproducing the situation shown in Figure 6; Mask 4 reveals Bin 11 entirely; this information

could provide additional confidence in the calibration process, which relies on the 2.6-MeV
peak that dominates the counts in that energy region.

2

particular steps that can be pursued independently. As is the case for other
systems that permanently store the template, usually in encrypted form on
an electronic storage medium, the reference item only needs to be available
once, ideally, prior to inspection of the first candidate item. The advantage
of the punched card/mask arrangement is that if the parties decide to
make certain features of the template public later on, only the mask needs
to be updated. The template and its cryptographic hash remain the same,
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Figure 6. Making selected features of the template public. The host can choose to reveal upper
bounds on the count limits for different energy bins. In this example, an appropriate mask can
be used to confirm that the radiation signature of the inspected item results in fewer than
8,192 counts in Bins 05 through 08 and in fewer than 4,096 counts in Bins 09 through 12.
Mask 3 in Figure 5 implements this particular scenario by revealing the relevant bits on the
template card.

and no modifications to the system’s software or mode of operation
are necessary.

Figure 6 illustrates one example based on the signature of the 4.5-kg plu-
tonium ball. The counts in most bins are orders of magnitude below the
possible maximum, and the host party may find it unproblematic to reveal
certain upper bounds for different energy bins. This process could also
help confirm attributes of the inspected item such as bounds on the mass
of plutonium or other relevant information about the warhead or parts
being inspected.

Another possible advantage of revealing certain features of the template
could be a calibration procedure that is more robust against possible decep-
tion efforts. For example, there may be concerns that the host could con-
ceal radiation sources in proximity to the inspection equipment to throw
off the calibration algorithm. Our system uses prominent peaks from the
thorium decay chain (emitted by thoriated welding rods wrapped around
the scintillator crystal) to calibrate the detector. The most important elem-
ent of the procedure is the localization of the 2.614-MeV peak, which dom-
inates the counts in Bin 11 (Figure 1). As a confidence-building measure,
the parties could agree to reveal the counts in this bin entirely through a
larger cutout in the mask (Figure 5, Mask 4). Since both parties know the
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contribution of the calibration source, this procedure could confirm that
the counts in Bin 11 are plausible.

Conclusion and next steps

This paper develops two new concepts for inspection systems based on the
template-matching approach: First, it introduces physical templates using
traditional punched cards to store secret data; second, it proposes the use
of masks that can be placed on top of a punched card to selectively con-
firm particular features of the template. Operations emphasize manual pro-
cedures and visual confirmation and only require minimum dedicated
hardware or software.

The idea of using physical templates seeks to address the challenge of
establishing and maintaining confidence in the template, i.e., in the data
characterizing the treaty accountable item. We believe that physical tem-
plates (for example, punched cards) may have important advantages com-
pared to electronic templates stored in encrypted form on storage media
that the host controls. We have used the SHA3-512 hash function to con-
firm that the template card has not been replaced or altered between
inspections. The idea of revealing selected features of the template seeks to
build additional confidence in the measurement process by constraining
certain properties of an inspected item and by providing a mechanism to
increase the level of transparency over time. Part of our broader concept of
“vintage verification,” we hope inspection systems based on physical tem-
plates could be more easily demonstrated than other systems and therefore
contribute to efforts to support future reductions in the nuclear arsenals.
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