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Effective verification of nuclear warhead dismantlement is an Received 19 December 2019
endeavor for which a solution is widely sought, but also one Accepted 30 March 2021
which poses numerous challenges, such as protection of infor-

mation and safety and security of warheads and components.

Some or all of these challenges could be influenced by the

nature of the hosting dismantlement facility. We have devel-

oped a systems engineering approach for use in assessing this

aspect of the dismantlement verification problem. We have

used the methodology to evaluate which of four broad classes

of facilities would be most favorable for verified dismantle-

ment of nuclear warheads: a nuclear warhead facility engaged

in active stockpile work, a nuclear warhead facility not cur-

rently in use for active-stockpile work, a converted industrial

facility, and a purpose-designed dedicated dismantlement

facility. The analysis is based on the level of challenge

involved in implementing verified dismantlement, with respect

to five key areas: Verification, Confidentiality, Safety, Security,

and Compatibility with the overall nuclear warhead reductions

regime. Using our method we find the option of the existing

nuclear warhead facility not currently in use for active-stock-

pile work to be most favorable. On initial consideration, a

dedicated dismantlement facility turns out to be the least

favorable. This outcome is related to Compatibility and

depends on the importance of making a dedicated dismantle-

ment facility available in the same time frame as an existing

nuclear warhead facility. If this criterion is relaxed, the dedi-

cated dismantlement facility instead becomes the most favor-

able option. Verification, Confidentiality and Security have less

impact on the overall outcome.

Introduction

Nuclear warhead reductions may be undertaken unilaterally by states pos-
sessing nuclear weapons. However, if reductions are undertaken in a bi- or
multilateral context, detailed verification may be required." If verification is
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a requirement, the multidimensional problem of verification of nuclear
warhead dismantlement needs to be addressed. The analysis of the problem
must consider the protection of information (both for reasons of nonprolif-
eration and national security), safety and security of warheads and compo-
nents, financial costs and environmental issues alongside complex technical
processes. There have been several studies on the various technical proc-
esses required for verified dismantlement of nuclear warheads, though the
challenges have by no means all been solved.’

One set of questions revolves around the impact of the environment on
those challenges. Existing facilities for warhead assembly and disassembly
are secure facilities designed for handling warheads and their components.
Several studies have assumed dismantlement would take place in a single
facility, often a facility currently in use for nuclear warhead-related pur-
poses.” There are however reasons why assembly or maintenance areas may
not necessarily be well suited for verified dismantlement. One significant
difference between verified dismantlement and normal working activities is
the possible presence of both foreign inspectors and a variety of equipment
designed to increase the confidence of inspecting parties that actual
dismantlement of real warheads is taking place. The assumption that dis-
mantlement would take place in a facility in use for nuclear warhead-
related purposes has been challenged with suggestions ranging from
modifications to existing facilities, to the use of a new, dedicated dismantle-
ment facility.* Alternatively, different safety philosophies or security sensi-
tivities might give rise to quite different challenges for verification in the
same type of facility implemented in different states. Which kind of facility
is most favorable for the dismantlement of warheads in a verifiable way?
What properties of possible facility alternatives are the most important, and
how do they impact the level and types of verification challenges faced?
What essential functions would be the hardest or the easiest to fulfill with
different facility choices?

In this paper, we present a systems engineering method developed to
explore this type of questions. The paper has been structured to adhere to
the steps of the developed methodology. The analysis is based on the level
of effort or “challenge” involved in implementing verified dismantlement,
with respect to five key areas: Verification, Confidentiality,” Safety,
Security, and Compatibility with an overall nuclear warhead reductions
regime. It is important to note that the alternatives studied (i.e., facility
types) cannot differ in the degree or quality of fulfilling these requirements,
only in the level of effort that must be expended in order to fulfill them.
We also present the results of a systematic study that implements the
method to assess and compare the level and types of challenges that would
be posed by verified dismantlement in four broad classes of possible
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Table 1. Facility types considered in the analysis.

Facility type Verified dismantlement option

| Using, with necessary modifications, a nuclear warhead maintenance, assembly and
disassembly facility engaged in active-stockpile work

Il Using, with necessary upgrades and modifications, a nuclear warhead maintenance, assembly,
and disassembly facility that has been, but is not currently, in use for such activities

1] Converting an industrial facility not previously used for nuclear weapons related purposes
but otherwise fulfilling some suitable requirements

v Designing, building, and commissioning a new, dedicated facility for nuclear warhead
dismantlement under international verification

facilities used or constructed for different purposes, but all in the same
state (i.e., operating within the same regulatory framework): a nuclear war-
head maintenance, assembly and disassembly facility currently in use for
activities related to the owner’s nuclear arsenal; a similar facility that has
been, but is not currently, in use for such activities; a converted industrial
facility not previously used for nuclear weapons related purposes but other-
wise fulfilling some suitable requirements; and a dedicated facility,
designed, built, and commissioned for nuclear warhead dismantlement
under international verification.

Several aspects often discussed in relation to verification of nuclear dis-
armament are not considered in the framework developed, notably the
“initialization problem” (verifying that an object presented for dismantle-
ment is in fact what it is declared to be), and final disposition of warhead
components. Financial cost is also not discussed in this paper. Assessment
of cost poses particular challenges in this context,® although broad esti-
mates have been made.” The aim of this work is to produce an analysis
method that can provide the “benefit” side of any future cost-benefit con-
sideration and cost in itself does not constitute a “challenge” in the sense
of the quantitative analysis presented.

The research group for this work comprised scientists from the Nuclear
Weapons-related Issues unit of the Swedish Defence Research Agency
(FOI) and the nuclear treaty verification team at the Atomic Weapons
Establishment (AWE), United Kingdom. The group was well suited for the
work, having experience in systems analysis as well as issues around
nuclear weapons and treaty verification. Additional expertise in areas such
as the operation of nuclear facilities, and safety and security was sought
from the participating organizations when forming and scoring this frame-
work to ensure all areas of the framework were able to be scored
knowledgeably.

Facility types and key terms

Although the methodology developed is intended to be generally applicable,
its presentation in the next section will be facilitated using examples from
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our specific study. Four broad classes of facilities were chosen for our ana-
lysis. These facility types were defined after listing different categories of
facilities that might be suitable and available or made available for verified
dismantlement, then grouping them according to defining attributes. The
chosen facility types are labeled I to IV in Table 1.

For Facility types I-III, the options pre-suppose an existing facility that
may be used after modification, upgrading or conversion. The actual avail-
ability of such a starting point is not part of the analysis. In other words,
the a priori likelihood of finding a former nuclear warhead disassembly
plant in a state is not assessed, nor the likelihood of finding a suitable
industrial facility that may be converted. Facility type I would be expected
to be present in any state with nuclear weapons, whereas the availability of
a candidate for Facility type II would depend on state-specific circumstan-
ces. The likelihood of finding a suitable candidate for Facility type III is
discussed below. For Facility type IV, design, construction and commis-
sioning of a new nuclear weapons facility are part of this option, and the
assessment of challenges will reflect this. Facility types III and IV, which
represent a potentially much larger variety of facilities than types I and II,
need some further specification for consistent evaluation.

Facility type III is an existing industrial facility not designed nor ever
used for nuclear weapons related activities. It is assumed that specific fea-
tures that facilitate the conversion to nuclear warhead dismantlement work
are present. First, the location itself must be logistically suitable (e.g., ship-
ment and receipt of dangerous goods). The site should offer the potential
for installation of appropriate safety and security features and the facility
should already be configured for housing processes involving hazardous
substances (e.g., explosives). Structures should be of high standard, sturdy
enough to mitigate accident consequences and protect against environmen-
tal hazards and external threats. By our definition, Facility type III is
understood to be scarce in the sense that only a handful of suitable candi-
dates might be found in a given state. It is not simply an arbitrarily config-
urable “empty shell” to be filled with the equivalent of a dedicated
dismantlement facility. Conversion should involve only limited modifica-
tions to existing building features; the major effort required would be
related to safe and secure storage and the installation of equipment specific
to nuclear warhead dismantlement.

Facility type IV is a dedicated facility designed and built for verified dis-
mantlement of nuclear warheads. A dedicated facility can be designed to
optimize the efficiency and verifiability of a dismantlement process, giving
less tension between Verification and other key areas, for example
Confidentiality. In this respect, the dedicated dismantlement facility would
be expected to compare favorably with the other facility types.
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Table 2. Definitions of key terms used in this work.

Term Definition

Chain of custody (CoC) The procedures and documents for confirming the identity and integrity
of an item by tracking its storage and handling from its entry into
the verification or monitoring process to its exit from the process
(adapted from IPNDV).

Containment and surveillance Containment refers to structural features intended to prevent
undetected access, movement or tampering with an item;
surveillance provides instrumental or human observation to indicate
or detect the same (adapted from IAEA nuclear safety glossary v1.3).

Continuity of knowledge (CoK) The confidence provided by chain of custody and other measures to
confirm the identity and integrity of an item during movement and
periods between inspections, to allow inspectors to confirm that the
item has not been diverted, modified, or otherwise subjected to
tampering (IPNDV definition).

Dismantlement The process of physical separation of essential components of a
warhead from each other so that the warhead can no longer produce
a nuclear yield, and the separated components can enter separate
output streams (adapted from IPNDV).

Dismantlement area The part of a dismantlement facility where a warhead is dismantled.

Essential components Material and parts in a warhead (e.g., fissile material and high
explosives), the separation of which renders the warhead incapable of
producing a nuclear yield.

Dismantlement facility (Facility) A location with adequate provisions, including safety and security, to
allow the process of dismantlement of nuclear warheads.
Warhead A generic term for an object containing fissile material and high

explosives that is capable of producing a nuclear yield, a sudden
release of energy instantaneously released from self-sustaining
nuclear fission and/or fusion (adapted from P5 definition of
“Nuclear weapon”).

Definition of key terms

We define with the term facility a location with adequate provisions,
including safety and security, for carrying out the dismantlement of a
nuclear warhead. Several other terms (including dismantlement and war-
head) related to the dismantlement process need further specification to
avoid any ambiguities and allow for a systematic evaluation. Definitions of
key terms used in this work are listed in Table 2. Several of the definitions
are based on the P5 Glossary of Key Nuclear Terms,® the International
Partnership for Nuclear Disarmament Verification (IPNDV) definitions,’ or
the IAEA Safeguards Glossary,'® with some adaptations (marked by
“adapted from...”) to suit the needs of this work. While some of the
entries are not frequently used, they are still key terms when they occur.

Methodology

A methodology was devised to allow quantitative comparison between dif-
ferent facility types and their suitability for implementing verified dis-
mantlement.'" The methodology uses a systems engineering approach, first
exploring the larger context of verified nuclear warhead reductions and
then gradually narrowing down the wider system to a well-defined prob-
lem. The process yields a clear single statement of user need that all of the
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Wider system of interest

4
Focus system

4

Single statement of user need

3
User requirements

4
Key functions

4
Solutions to key functions

4
Scoring of solutions

4
Application of weighting factors

)
Calculation of total scores

Figure 1. Flow chart summarizing the analysis methodology.

chosen facility types have to fulfill, taking into account both verification
issues and challenges such as protection of information and safety and
security of warheads. This single statement of user need is broken down
into specific requirements and functions in a process that allows for a sys-
tematic evaluation and scoring of the facility types. Figure 1 gives an over-
view of the methodology and the corresponding steps are discussed in
detail below.

Wider system of interest

To define the context of the analysis, the wider system of interest of verified
nuclear warhead reductions was first sketched and explored as a rich picture
(see Figure 2). The wider system of interest comprises all processes, constraints
and considerations that constitute, surround or impact the verified dismantle-
ment of nuclear warheads. It spans the full process: before, during and after
dismantlement. The system also includes: a notional overarching treaty regard-
ing nuclear warhead reductions including dismantlement, an associated inspec-
tion regime, and national regulations regarding safety and security of relevant
materials. Unnecessary detail is avoided in order to maintain generality.
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Table 3. Assumptions on which the present work is based.

Number Assumption

1 All necessary requirements following from national and international regulations concerning
environmental issues, radiation safety, explosives, security etc. should be fulfilled for any
dismantlement facility. While this general formula would allow for a similar assessment to be
made in any State or regulatory system, the regulatory and public policy environment governing
nuclear facilities in Western Europe and the United States has been assumed in this study.

An overarching treaty including nuclear warhead dismantlement subject to verification is present.

The host has nonproliferation commitments comparable to those imposed by the NPT.'®

The dismantlement facility is under host ownership and control and is situated on host soil.

The inspecting team may include citizens of nuclear and/or non-nuclear weapon states.

Initial identification of warheads on entry into the dismantlement system, often called
initialization, is outside the scope of this study.

Everything within scope of the analysis is co-located at one site.

Warhead dismantlement takes place in only one area of a facility.

9 Most parts of the dismantlement process occur out of view of inspectors, in order to fulfill

requirements regarding protection of information for reasons of nonproliferation and
national security.

oouh wN

[e-IRN]

10 Dismantlement uses contemporary technologies, allowing for possibly extensive engineering
development, but no new scientific breakthroughs.
1 One warhead is processed at a time and verified dismantlement is required to be repeatable. The

process must support verified dismantlement of different warheads on several
distinct occasions.

12 Dismantlement of different warhead types must be possible.

13 Dismantlement is required to be irreversible. This requirement is satisfied by the creation of waste
streams which can be further managed down-stream.

The wider system of interest serves as a basis for formulating assump-
tions concerning the global external environment, necessary to define the
scope of the study and maintain consistency in the analysis. These assump-
tions narrow the problem and define the impact of the wider system on
the process of verified dismantlement in the facility types to be assessed.
Table 3 lists the assumptions on which this work is based. They include
areas such as the presence of treaties, safety regulations, and nonprolifera-
tion commitments, and broadly outline the dismantlement process.
Assumptions of special importance for the analysis concern host control,
i.e,, that the dismantlement facility is under host ownership and control,
and the process of dismantlement under outside verification.

Focus system

To bound the problem, a focus system was selected within the wider system
of interest; see the green area labeled “Dismantlement” in Figure 2. The
focus system includes the actual dismantlement process and the provisions
necessary for the verification of this process. The focus system also includes
temporary onsite storage. It does not include other pre and post dismantle-
ment phases. Note that the selected focus system indeed falls under the def-
inition of a dismantlement facility (see Table 2), but that it further specifies
its properties. This is essential for a more exact description of the require-
ments and functions that a dismantlement facility has to fulfill.
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Single statement of user need

The focus system needs to provide a well-defined function within the wider
system of interest, and the essential elements of this function are expressed
in the single statement of user need:

A specified facility in which inspectors can verify the safe and secure dismantlement
of multiple, uniquely identifiable nuclear warheads from receipt to dispatch, with due
regard to confidentiality.

Four key areas can be explicitly identified: Verification, Safety, Security
and Confidentiality. In this context, confidentiality includes both prolifer-
ation and national security-related concerns. In addition, by definition, the
focus system must be generally compatible with the structure and workings
of the overall nuclear warhead reductions regime. Hence, we have the fifth
key area of Compatibility.

User requirements

The five key areas identified above are formulated as user requirements,
each containing the related issues that must be fulfilled by any dismantle-
ment facility:

o Compatibility: The facility must be able to accommodate the functions
and needs of the nuclear warhead reductions process.

This user requirement reflects external constraints and demands on the
functionality or properties of the dismantlement facility in the context of
the wider system of interest, and external to that in the form of society at
large. For example, the facility must be made available in a timely manner
consistent with the implementation of the verification regime, and dis-
mantlement operations at the facility should have minimal impact on the
host party’s wider requirements for strategic security.

e Verification: The facility must allow an adequate verification regime to
be implemented.
This user requirement reflects the needs of the inspecting party to reach a
suitable level of confidence that the process is being conducted as agreed.

e Confidentiality: The facility must enable the implementation of
adequate procedures and measures to prevent the proliferation of know-
ledge, technology, and materials. Measures must also protect national
security interests.

This user requirement reflects the needs of the host party (the owner and
operator of the facility) to protect information that must not be revealed to
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inspectors, either because of nuclear nonproliferation obligations or because
of legitimate (i.e., not in conflict with the terms of the agreed warhead
reductions) national security interests.

o Safety: The facility must comply with the safety measures appropriate
for nuclear warhead dismantlement.

o Security: The facility must allow for the inclusion of all measures
appropriate for mitigating any malevolent acts against it.

It is important to note that facility types cannot differ in the degree or
quality of fulfilling the user requirements. In this sense, none of the user
requirements is more important than the others. While different states and
verification regimes correspond to different standards for the user require-
ments, these standards would be reflected in the breakdown of the user
requirements to key functions and solutions below.

Key functions

Each user requirement is broken down into a number of key functions to
provide a more highly resolved analysis. The key functions provide clearly
defined statements concerning the properties required for the facility. Since
facility types cannot differ in the degree or quality of fulfilling the user
requirements, all key functions within any user requirement are regarded
as absolute in the sense that they must be fulfilled and fulfilled completely.
Facility types can only differ in the level of effort that must be expended in
order to fulfill the key functions.

The breakdown of user requirements into a chosen set of key functions
can be tailored toward the ultimate purpose of a study, and to account for
particular verification schemes and state-specific standards. For example,
the interplay of verification and confidentiality interests might be more
highly resolved by a detailed breakdown into a larger number of key func-
tions for those particular user requirements.

For the present study of the four dismantlement facility types listed in
Table 1, we have chosen a deliberately generic approach, staying on a fairly
high level of abstraction. Still, a total of 77 key functions. Were identified
for the five user requirements, see Appendix B. Table 4 shows three of the
Verification key functions that were identified, along with corresponding
solutions and subsequent scoring for each facility type. A solution is a par-
ticular way of addressing a specific key function and each solution is scored
with respect to the degree of challenge of implementation, ranging from A
“implicit” to F “unlikely to be feasible even with considerable effort” (see
Table 5). Both solutions and scoring will be discussed further below.
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Table 5. Scores and labels for scoring of solutions with respect to degree of chal-
lenge of implementation.

Score Label

Implicit

Straightforward

Minor challenges

Challenging but likely to be surmountable

Very difficult, considerable effort needed

Unlikely to be feasible even with considerable effort

TmMmO N>

Solutions to key functions

While each key function provides a clearly defined statement that the facil-
ity needs to obey, many of the key functions could conceivably be
addressed in a number of ways. A particular way of addressing a specific
key function is labeled a solution and one or more solutions were defined
for each of the key functions. Solutions are regarded as independent, mean-
ing that:

e Each solution should be sufficient to fully address its particular
key function.
e Different solutions to one key function are not combined.

By enforcing independence of the solutions, the catchall “optimum combin-
ation of all applicable measures” is avoided. While some sort of “optimum
combination” would normally be expected to be the best strategy when
devising most complex systems, it provides little clarity if one wants to pin-
point which key functions and which category of solutions are most chal-
lenging for different facility types.

Since we have avoided specifying an overarching treaty or scenario in
detail, solutions are intended to be as generic as possible, and technology
agnostic wherever achievable.

For our four-facility study, a total of 128 solutions were defined for the
77key functions, see Appendix B. For the Compatibility, Safety, and
Security user requirements, key functions mainly have only one associated
solution (typically along the lines of “implement regulatory requirements”),
which will lead to somewhat limited variations in scoring. In the cases of
Verification and Confidentiality, most key functions have multiple solutions
associated with them, leading to wider variations in scoring. Among the
solutions, there is one exception to the “no combination” rule. This con-
cerns the verification of essential components after dismantlement, where
one solution is a combination of two other solutions (see V-9, Appendix
B). This solution is a combination of verification of the absence of
undeclared components and verification of the presence of declared com-
ponents. Such a solution is critical to any verification regime requiring
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detailed verification of the dismantlement step itself. A combination of
both absence and presence measurements is likely to be made on essential
components for confidence that the correct components are leaving via
designated routes. Therefore, leaving out the combination of these methods
is overly simplistic for this particular key function. On inspection, this
exception will turn out to have no impact on the overall facility rankings
and only a minor impact on the relative scores for each facility.

As an example of the hierarchical structure created, consider the
Verification user requirement which was broken down into 14 key func-
tions, three of which are shown in Table 4. Key function V-2 states that a
facility should have the means to identify a warhead and receive it into
pre-dismantlement storage. Four solutions were considered whereby this
key function might be accomplished:

Measurements (V-2A).

Paperwork and records (V-2B).
Continuous inspector presence (V-2C).
Containment and surveillance (V-2D).

These solutions would in a real dismantlement verification scenario consti-
tute components that could be used in a mutually reinforcing manner.
However, the different character of these solutions would tend to make
them more or less easily applied in the different facility types considered.
For the purpose of this particular study, it is most interesting to highlight
the latter differentiation, not the particular combinations that one might
construct in any specific case.

Scoring of solutions

The basis for quantitative comparison between facility types is the degree of
challenge in fulfilling each key function within the user requirements. The sol-
utions to each key function are scored, considering the particular facility type
and the details of the solution. Scoring of the degree of challenge is done with
descriptors on a six-point scale ranging from “implicit” to “unlikely to be feas-
ible even with considerable effort,” see Table 5. The descriptors define each
step in the scale and a corresponding label is assigned, with “A” the easiest
and “F” the most challenging. Scoring with descriptors rather than numbers
allows consistency over time and between collaborators.

For our four-facility study, decisions on scores were made by a team of
relevant subject matter experts who discussed the relative merits of pro-
posed solutions until consensus was reached. Scoring for all solutions was
carried out by the same group of experts, including additional expertise
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when required, to maintain consistency. Discussions on scoring followed a
consistent format, with regular comparisons to previously assigned scores.
Scoring was carried out over a relatively short period in order to keep the
experts “calibrated” to the six-point scale. The scoring process often
included a pair-wise comparison to differentiate between the challenges
each solution contained. While the solutions were intended to be generic,
discussion of solutions did include the use of existing technologies in their
implementation. As such, the analysis remains inherently subjective and
will include bias based upon the experiences and knowledge of these
experts. It is expected that if additional context were introduced (e.g., a
specified host state, desired implementation timeframe...) that the analysis
could be repeated with results significantly more relevant to the host state.

All key functions and their corresponding solutions were extensively
reviewed in an iterative process, both before and during scoring. The itera-
tions re-assessed scoring as well as reviewed how the scores had been
applied to ensure a consistent approach. Independent external review was
also undertaken to ensure that the method and results were consistent.

For a scoring example, consider the Verification key function V-2 in Table
4, and in particular the “Measurements” solution V-2A. We scored this solu-
tion with a “D” for Facility type I and II (the existing nuclear warhead facili-
ties), a “B” for Facility type III (the converted industrial facility) and an “A”
for Facility type IV (the dedicated dismantlement facility). One consideration
in this scoring was the confidentiality issues that might occur for any measure-
ment process applied in Facility type I or II. In particular, a discussion on
nuclear forensics resulted in the same score applied to such facilities regardless
of whether nuclear warhead related work would be currently ongoing or not.
The difference between the other two types of facility has more to do with
practical issues of implementing a given measurement scheme in a preexisting
structure compared to one that is designed to accommodate such a scheme.

Our study contains one special case when applying the above six-point
scale during scoring. One key function within the Compatibility user
requirement states that the facility must be online, meaning up and run-
ning in a timely manner (see CP-8, Appendix B). This was scored on a
relative scale. The score was assessed based on how difficult it would be to
make the facility operational for verified dismantlement in the same time
frame that it would be “very difficult” (“E”) to do this for Facility type I
(the nuclear warhead facility engaged in active-stockpile work). The scoring
of this function will turn out to have a significant impact on the results.

Application of weighting factors

Scoring the degree of challenge of implementing each solution in a particu-
lar facility type provides a complete assessment of the facility. One could in



32 A. AXELSSON ET AL.

Table 6. Weighting schemes for calculating total numerical scores.
Weighting scheme

Score standard semi-linear flattened central
A - Implicit 0 0 0
B - Straightforward 1 5 5
C - Minor challenges 2 20 5
D - Challenging but likely to be surmountable 5 50 5
E - Very difficult, considerable effort needed 20 100 20
F - Unlikely to be feasible even with considerable effort 500 500 500

principle stop at this point and analyze the results by simply counting the
number of assigned scores for each step in the scale in Table 5, grouping
score counts by facility type and user requirements. Additional insight can
nevertheless be gained by applying weighting factors which turn the
assigned degree of challenge into a numerical score, with higher numerical
scores being more challenging. It is important to note that applying weight-
ing factors does not change the actual scoring. It gives a measure of the
difference in challenge between the different scores (“A” to “F”). Weighting
factors can thus be used as a tool for both estimating the relative impact of
different scores and probing how different “calibrations” of the descriptive
scale would affect the results. Applying numerical weighting factors also
makes it straightforward to aggregate total scores for each user requirement
and facility type.

Table 6 shows the weighting schemes employed in the present analysis.
In general, one would expect the difference in challenge between “unlikely
to be feasible” and “very difficult” to be considerably wider than between
“minor challenges” and “straightforward.” For this reason, the weighting
scheme adopted as standard is highly non-linear. This scheme also puts a
severe penalty on the “unlikely to be feasible” “F” score compared to the
less challenging scores."

The semi-linear weighting scheme increases the difference in challenge
between scores in the lower end of the scale and decreases it in the upper
end, compared to the standard weighting scheme. This reduces the relative
penalty of both “F” and “E” scores compared to the less challenging scores.

The flattened central weighting scheme consists of setting equal weights to
the “B”, “C”, and “D” scores, in effect reducing the number of steps on the
scale so that there is no longer any difference between “Straightforward,”
“Minor challenges,” and “Challenging but likely to be surmountable.” This
scheme can be used as a tool for reducing possible arbitrariness in scoring at
the lower end of the scale, and probe its potential impact on the results.

Calculation of total scores

After applying a weighting scheme, the final step in the analysis sums the
numerical scores to yield aggregate scores for each facility type. The
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solution with the lowest degree of challenge is chosen for each key func-
tion, and the score of that solution enters the total for each user require-
ment. Total scores are divided by the number of key functions within each
user requirement. This normalization makes sure the functional breakdown
and level of detail considered for each user requirement will not in itself
affect the final score. Analysis of scores for each facility, user requirement,
and key function yields insight into what aspects of verified dismantlement
present challenges for any given facility type.

Normalizing the total score of each user requirement is consistent with
all user requirements being equally important in the sense that facility types
cannot differ in the degree or quality of fulfilling them. As mentioned
above, different standards arising from particular verification regimes or
state-specific issues should be reflected in the scoring of solutions and pos-
sibly in the breakdown of the user requirements into key functions and sol-
utions. For example, if a specific state places less emphasis on Safety, many
solutions might be scored as less challenging under the Safety user
requirement.

Reliability and stability of results

A potential problem with the above methodology is that solutions selected
to address different key functions are not intrinsically guaranteed to be
consistent with each other. Similarly, the particular scoring of a given solu-
tion and facility type may contain implicit assumptions that are inconsist-
ent with ones made elsewhere. This type of risk was mitigated in our study
by the iterative review mentioned above. It is also a reasonable expectation
that with a large number of scores entering the sums, the totals should be
reasonably robust to the effects of any remaining individual variations or
inconsistencies.

The reliability and stability of the results were examined by using the dif-
ferent weighting schemes, exploring the impact of both unavoidable arbi-
trariness in scoring and different “calibrations” of the descriptive scale. The
robustness of the conclusions was also assessed by considering second best
scoring. This will be discussed further below.

Results of our study

Application of the chosen methodology to compare the four facilities listed
in Table 1 identified 128 solutions for 77 key functions within the five user
requirements (see Appendix B). The degree of challenge in implementing
each solution in a specific facility type was scored using the descriptive
scale, labeled A-F in Table 5. Corresponding numerical scores were then
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Figure 3. Total normalized score of best-case solutions for Facility type | to IV (stand-
ard weighting).

calculated using the weighting schemes in Table 6. These results were ana-
lyzed with respect to sums of “best,” i.e., lowest scoring, solutions per facil-
ity and user requirement. Total scores were normalized by the number of
key functions within each user requirement.

The total normalized score of best-case solutions for Facility type I to IV
is shown in Figure 3 (see Appendix A for numerical values). Facility type
IT (the nuclear warhead facility not currently in use for active-stockpile
work) is the favored facility. Facility type I (the nuclear warhead facility
engaged in active-stockpile work) is ranked second, Facility type III (the
converted industrial facility) is ranked third, and Facility type IV (the dedi-
cated dismantlement facility) is scored as the least attractive alternative.
The spread between the scores is significant on the scale implied by the
distribution of scoring weights and the normalization applied, and they are
robust to the perturbations in weighting described above.

Figure 4 shows the same normalized scores arranged by user require-
ment. Notably, the unfavorable score obtained for Facility type IV depends
on a single “F” score within the Compatibility user requirement, present in
the key function requiring the facility to be operational a timely manner
(see CP-8, Appendix B). Without this particular choice of key function and
scoring, the outcome for Facility type IV can be quite different. This will
be discussed further below.
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Figure 4. Normalized score of best-case solutions per user requirement for Facility type | to IV
(standard weighting). The insert shows the same data but re-scaled to better display differences
between the lower scores.

Table 7. Ranking of Facility types for differing weighting schemes.
Facility type ranking by weighting scheme

standard semi-linear flattened central
Rank (0-1-2-5-20-500) (0-5-20-50-100-500) (0-5-5-5-20-500)
1 Il I\ Il
2 | Il |
3 1] | 1]
4 v 1] v

Numbers in parentheses represent weights applied (see Table 6). Rank 1 represents the lowest degree of chal-
lenge (lowest total score), whereas rank 4 represents the highest (highest total score).

Impact of weighting

The reliability and stability of the results were tested by applying different
weighting schemes to the six-point descriptive scale. The high-level results,
reflected in the relative ranking of the analyzed Facility types, are shown in
Table 7. With semi-linear weighting, the relative penalty of both “F” and
“E” scores are reduced compared to the less challenging scores.
Accordingly, since the unfavorable ranking of Facility type IV with stand-
ard weighting is caused by a single “F” score, the high-level effect of semi-
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linear weighting is to shift Facility type IV from last place (least attractive)
to first place (most attractive).

With flattened central weighting, the weights of “B”, “C”, and “D” scores
are set equal, in effect reducing the number of degree of challenge steps on
the scale. In our study, the outcome does not in fact change with respect to
the standard weighting scheme, showing that possible arbitrariness in scor-
ing at the lower end of the scale (“Straightforward,” “Minor challenges,”
and “Challenging but likely to be surmountable”) does not affect the
conclusions.

The “best to worst” mutual ranking order of II, I, IIl is consistent
throughout the different weighting schemes. Several further variations of
the weighting schemes were also applied during analysis. None of these
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Figure 5. Normalized score of second-best scoring solutions per user requirement for Facility
type | to IV (standard weighting).

Table 8. Ranking of Facility types — comparison of best-case solutions to second best scoring.

Facility type ranking based on scoring

Rank Best case Second best
1 Il Il

2 | 1l

3 I v

4 [\ |

Higher ranking for lower scores (less challenging).
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revealed any additional information and results appear to be robust under
most reasonable variations in weighting.

Second best solutions

In order to assess the reliability of the Facility type scoring for the best-
case solutions, consideration was given to the second-best scoring, i.e., the
combination of solutions with the second lowest degree of challenge (see
Figure 5).

Table 8 compares the scores for the best-case solutions and the second-
best scoring solutions, showing that Facility type I (the nuclear warhead
facility engaged in active-stockpile work) is lowered from position 2 to pos-
ition 4 in the rankings. This is a result of an “F” score in the second best
solution for a key function within the Compatibility user requirement,
requiring verification to be repeatable on additional warheads (see CP-2,
Appendix B). The “F” score reflects the difficulties in tracking changes
(e.g., material balance, design verification) in order to ensure continuity of
knowledge in a nuclear warhead facility engaged in active-stockpile work. If
a dedicated process line for dismantlement could be identified and isolated
within Facility type I, this second-best score would drop to an “E” or better
and the rankings would return to the same order as those based on the
best-case solutions.

The relative total scores for Facility type II, III and IV show little vari-
ation between the scoring for the best-case solutions and the second-best
scoring. As noted previously, this limited variation in scoring is due to that
most key functions within the Compatibility, Safety and Security user
requirements only have one associated solution (see Appendix B).

In summary, the second best scoring has few changes from the best-case
solutions scoring. The one significant change can be clearly attributed to a
single key function within the Compatibility user requirement, impacting
the score for Facility type I, the nuclear warhead facility engaged in active-
stockpile work."? This, together with the stable behavior under different
weighting schemes, provides confidence in the scoring methodology and
the reliability of the analysis used to identify the best-case solutions.

Discussion

The methodology developed allows a balanced assessment of alternatives for
verified dismantlement of nuclear warheads on a systems level. Quite differ-
ent, but equally relevant aspects are considered (in the form of the identified
user requirements) and comparison of their relative impact is facilitated.
Particularly prominent challenges inherent in a given alternative may be
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identified, and further investigated through examination of the detailed
breakdown into key functions and their solutions. The results of our study,
comparing four particular facility types, may be seen as an example of
employing the method as well as being of interest in their own right.

Selecting the most attractive option for verified dismantlement

The most attractive facility option for verified dismantlement of nuclear
warheads in terms of lowest overall degree of challenge is Facility type II,
the nuclear warhead facility not currently in use for active-stockpile work.
Facility type IV, the dedicated dismantlement facility, is in fact the least
attractive option of the alternatives assessed. However, the outcome for
Facility type IV depends critically on a single “F” score, for a key function
within the Compatibility user requirement stating that a facility must be
operational in a timely manner (see CP-8, Appendix B). As mentioned in
the Methodology section, “in a timely manner” is defined using a relative
timescale on which there by definition is considerable effort required (very
difficult, “E”) to implement verified dismantlement in the nuclear warhead
facility engaged in active-stockpile work, Facility type I. Considering time-
consuming factors and processes that would likely surround the siting,
design, construction, and commissioning of a completely new nuclear war-
head handling facility, we believe there is good reason to mark timeliness
as an even more difficult challenge for the dedicated dismantlement facility,
giving it an “F”. Nevertheless, the criterion is constructed in a particular
way, and it should be noted that this score would certainly change if
“plenty of time” would always be assumed available.

If the “F” score for “timeliness” of the dedicated dismantlement facility is
improved by changing the assumptions behind the score, Facility type IV
becomes the most attractive option, followed by Facility type II, the nuclear
warhead facility not currently in use for active-stockpile work. The result
regarding Facility IV is the same if “F” scores are given less penalty compared
to the other scores, as in the semi-linear weighting scheme. Facility type II is
consistently in the top two ranks regardless of the weighting scheme.

The converted industrial facility, Facility type III, is assigned an “F” score
on the accident consequence mitigation key function within the Safety user
requirement (see SF-12, Appendix B). The basis for this scoring is that for
any facility, complying with regulatory expectations for the ability to miti-
gate accident consequences would constitute a major constraint on the
entire project. Even the existing nuclear warhead facilities, Facility type I
and II, are assigned “E” scores, in order to allow for the possibility that
either facility has never handled a particular type of warhead, or the possi-
bility that the regulatory framework has evolved. Only the dedicated



SCIENCE & GLOBAL SECURITY 39

dismantlement facility is assigned a low score, since it would by definition
be sited, designed, and built to current regulatory expectations.

Facility type III consistently scores among the worst two alternatives.
Furthermore, weighting or scoring variations that cause the final ranking
for the dedicated dismantlement facility, Facility type IV, to improve do
not have the corresponding effect on the ranking of Facility type III. The
reason is that the pattern of other scores is very different for the two facil-
ity types. The majority (77%) of the scores for the dedicated dismantlement
facility are “A”s (“implicit”), most of the rest (17%) are “B’s
(“Straightforward”) and none are “D”s (“challenging but likely
surmountable”). The freedom to address issues at the design stage matters.
In contrast, the converted industrial facility has no “A”s and over 20%
“D”s. It also has four “E”s (“very difficult”) compared to only one “E” for
the dedicated dismantlement facility. Therefore, even if the impact of either
or both “F” scores were challenged as too harsh, the rest of the scoring
structure will enforce the unfavorable final evaluation of Facility type III.

Facility types and user requirements

Examining each facility in detail yields a greater understanding of the
results. Turning first to Facility type I, the nuclear warhead facility engaged

Compatibility

Security _> Verification

Safety Confidentiality

Facility type | Facility type Il

Facility type lll

Facility type IV

Figure 6. Radar chart of scores for the five user requirements for each Facility type. Scores
within each individual user requirement are normalized to the highest score for that particular
user requirement.
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in active-stockpile work, Figure 4 shows the normalized sum of scores
(with standard weighting) for each user requirement. Clearly, this facility
option presents on average manageable problems in the areas of
Confidentiality, Safety and Security, but more serious difficulties concern-
ing Compatibility and Verification.

Comparing the scores for Facility type I with those for Facility type II, the
nuclear warhead facility not currently in use for active-stockpile work, we see
similar scores for Safety and Security. However, Facility type II scores con-
siderably better for Compatibility, Verification and Confidentiality. This is
due to lower impact on active-stockpile work and less sensitive information
to protect than in a facility still engaged in such work.

Figure 6 shows a radar chart of the five user requirements for the four
Facility types. In this diagram, the scores within each individual user
requirement have been normalized to the highest score for that particular
user requirement.

While the diagram in itself does not carry any new information, the pat-
terns visualized may provide some further insight. As discussed above,
Facility types I and II follow a similar pattern regarding Compatibility,
Safety and Security while Facility type I is considerably less attractive
regarding Confidentiality and Verification, due to active-stockpile work.

Facility type III, the converted industrial facility not previously used for
nuclear weapons related purposes, shows a completely different pattern
with considerable issues regarding Safety and Security, while Compatibility,
Confidentiality and Verification are closer to those of Facility types I and
II. Figure 4 also shows that Facility type III presents the greatest challenges
in the area of Safety. This score represents an accumulation of challenging
solutions to a number of key functions in the Safety area.

The highly unfavorable scoring for Compatibility of Facility type IV
stands out while the otherwise favorable scores for this facility type are
clearly evident.

It is also illuminating to follow the profiles of facility scores for each
user requirement separately. Examining first the trend within the user
requirement of Compatibility (leftmost group of columns in Figure 4), we
again notice the impact of the “timeliness” key function for Facility type IV
(see CP-8, Appendix B). If the impact of this key function is reduced by
changing the score from an “F” to an “E”, the normalized total
Compatibility score for Facility type IV drops significantly,'* becoming
second best after Facility type II and leaving Facility type I with the worst
Compatibility total, closely followed by Facility type III. The latter result is
mainly due to Facility type I scoring considerably worse than type IV on
key functions related to the interference of any enduring nuclear weapons
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program on the verified dismantlement program. The scoring for Facility
type III mainly reflects challenges related to the siting of the facility.

Turning to the Verification user requirement, Facility type I stands out
somewhat. This is in large part due to challenges with accepting verification
equipment and maintaining continuity of knowledge on essential components
during warhead disassembly, where access restrictions are severe and verifica-
tion was not an initial design requirement. Facility type II, while much better
than Facility type I, is considerably less attractive than Facility type III which is
in turn somewhat less attractive than Facility type IV, designed to facilitate
verified dismantlement.

For the Confidentiality user requirement, the trend is much the same as
for Verification. Several key functions present severe problems for the
nuclear warhead facility engaged in active-stockpile work, such as hosting
foreign inspectors and allowing the operation of a separate IT system for
inspectors. These can be addressed with no or minor challenges (at least
from a technical point of view), if considered at the facility design stage.
This is reflected in the results for Facility type IV. Facility type III is more
attractive in this respect than Facility types I and II, mainly due to the fact
that it does not carry legacy information that might introduce issues
regarding nuclear proliferation or national security.

The Safety user requirement is the main factor in the poor ranking of
Facility type III, the converted industrial facility. Facility type I and II, the
existing nuclear warhead facilities, have similar scores for the Safety user
requirement, with Facility type II tending to score somewhat worse. This is
generally due to the possibility that the regulatory environment might have
changed over time so that the currently inactive facility no longer fulfills
safety requirements by default. Facility type IV is designed to fulfill current
safety regulations.

Finally, for the Security user requirement the trend is the same as for
Safety. In general, the solutions to key functions within Security are scored
in the “implicit” to “challenging but surmountable” region. Fulfilling
Security thus appears less demanding than other user requirements. Key
functions related to prevention of theft of material and maintaining security
under adverse site conditions are of interest; the converted industrial facil-
ity receives unfavorable scores because it is not designed with these require-
ments in mind.

Facility type Il

The consistently attractive ranking of Facility type II, the nuclear warhead
facility not currently in use for active stockpile work, raises the question of
how this Facility type might be realized. Several avenues could be imagined,
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depending on the structure of the stockpile support program in a given
nuclear weapon state:

e An inactive but not decommissioned nuclear warhead facility could be
re-activated for the purpose of verified dismantlement. To be considered
as a Facility type II, this would mean a permanently closed-down state
awaiting decommissioning.

e An existing and operating nuclear warhead facility with multiple process
lines could be subdivided so that one line, fully sufficient for all verified
dismantlement activities, is segregated from those parts still engaged in
work on the active stockpile. In order to qualify as a Facility type II,
this segregation would have to be complete. The hosting of inspection
processes and verification equipment in the segregated line must not
pose any problems for the protection of information about current
active-stockpile activities in the rest of the facility. Furthermore, the
capacity segregated to create a Facility type II should be surplus to the
requirements of the current active-stockpile program.

e A decommissioned or partly decommissioned former nuclear warhead
facility could be refurbished and re-activated. To represent a Facility
type II rather than something more resembling a converted industrial
facility (Facility type III), or even a dedicated dismantlement facility if
actually re-built from scratch (Facility type IV), certain defining ele-
ments would have to still be in place, e.g. mitigating the consequences
of accidents.

Conclusions

The early stages of this work began by looking at a new dedicated dis-
mantlement facility as probably the most attractive option for verified
nuclear disarmament. A dedicated dismantlement facility has also been sug-
gested elsewhere in the literature.'> However, after developing and applying
a methodology that takes a full systems perspective into account, we find
that the most favorable Facility type would be an existing nuclear warhead
facility not currently in use for active-stockpile work.

Assessment of facility types

On initial consideration, the dedicated dismantlement facility is the least
favorable option. This ranking however depends critically on the assessed
importance of making such a facility available in the same time frame as
an existing and operating nuclear warhead facility. If this criterion is
relaxed, then in most circumstances the dedicated dismantlement facility
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instead becomes the most favorable. A converted industrial facility, even if
assumed to be carefully selected, is unlikely to present the most attractive
option for verified nuclear warhead dismantlement. Key findings for each
facility type are:

Facility type I—A nuclear warhead maintenance, assembly and disassem-
bly facility engaged in active-stockpile work presents numerous challenges
associated with having ongoing nuclear warhead work, mainly due either to
competition for capacity with dismantlement work or to national security
concerns with verification measures.

Facility type II—A nuclear warhead maintenance, assembly and disas-
sembly facility that has been, but is not currently in use is the most favor-
able option. It has most of the required properties in place for
dismantlement, and presents fewer of the challenges associated with an
active facility. Naturally, the availability of this type of facility may be lim-
ited, but there may be circumstances under which such a facility could be
made available.

Facility type III—A converted industrial facility not previously used for
nuclear weapons related purposes is the least favorable option, even if
many quite demanding (but non-nuclear warhead related) industrial prop-
erties are assumed already in place. The difficulties are mainly in respect to
safety, especially accident consequence mitigation.

Facility type IV—A dedicated facility, designed, built, and commissioned
for nuclear warhead dismantlement under international verification is
under certain circumstances highly favorable, especially from a verification
standpoint. However, there are significant challenges concerning the lead
time to becoming operational. If this requirement is relaxed, this facility
becomes the most favorable.

Impact of user requirements

Two user requirements have a significantly larger bearing on the outcome
of the analysis. In the Compatibility user requirement, the “timeliness” key
function has the most variability in scoring (see CP-8, Appendix B). It
summarizes the different degrees of challenge in terms of siting, licensing,
building/modifying, and commissioning a facility. The Safety user require-
ment strongly affects overall conclusions, especially for the converted
industrial facility not previously used for nuclear weapons related purposes.
In particular, the key function of accident mitigation would pose challenges
unlikely to be surmountable for a facility not originally sited or designed
for it (see SF-12, Appendix B).

Verification, Confidentiality and Security have smaller bearing on the
outcome; they would not be the primary determinants for facility choice.
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Regarding Verification, the dedicated dismantlement facility faces the least
challenge and the nuclear warhead facility engaged in active-stockpile work
the greatest. Many challenges have little dependence on the type of facility
and no insurmountable challenges were found. Confidentiality is strongly
linked to Verification as the two user requirements have opposing drivers.
This results in similar trends with regard to challenges. That Verification
does not come out as a primary determinant may seem surprising, but one
should bear in mind that:

e While the siting and facility layout can make some of the challenges
more or less severe, ultimately the challenges presented stem to a
large degree from the intended process itself (detailed monitoring of
relevant aspects of the dismantlement of a nuclear warhead).

e The scope of this analysis is restricted to the dismantlement facility itself.
In particular, the “initialization problem” has been defined as out of scope.

Remarks on the methodology

The methodology developed and employed for the study of verified dis-
mantlement facility alternatives yields robust results. The results are stable
under most reasonable variations in both scoring and weighting of the
scores. In general, this systems engineering approach may prove fruitful for
the analysis of other aspects of the problem of verified nuclear warhead
reductions, described by the wider system of interest in Figure 2. Possible
directions for future work, suggested by the results of the study presented
here may be an investigation of areas shown by the scoring to have the
greatest negative impact. It could also be useful to take the analysis beyond
the deliberately generic approach used here and consider specific countries
to host the facility, and perhaps even specific facilities. State-specific factors
would change the analysis and could affect scoring in a multitude of ways,
as would greater specificity on the Facility types (reflecting real facilities).
Greater granularity could also be achieved, particularly in the Verification
and Confidentiality areas to reflect the properties and constraints of exist-
ing facilities. This could help explore questions related to potential future
use of existing facilities, such as a proposal to shut down a nuclear warhead
facility that could function as a Type II facility, or the management of an
industrial facility that could be converted to a Type III facility.
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Appendix A.
Normalized scores per user requirement

Table A.1. Normalized scores of best-case solutions per user requirement for Facility type | to
IV (standard weighting).

Normalized score per user requirement

Facility type Compatibility Verification Confidentiality Safety Security
| 6,2 59 28 2,3 1,1
Il 3,0 2,2 1,2 2,7 1,4
1] 58 1,2 13 24,8 29
[\ 57,9 0,5 0.2 04 0,3

Appendix B.
key functions, solutions, and scoring
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