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ABSTRACT

Deeper reductions in the nuclear arsenals will require better
understanding of historic fissile material management and
production. The concept of “nuclear archaeology” has been
considered since the 1990s to provide the tools and methods
to develop independent production estimates, primarily based
on nuclear forensic techniques. Here, we propose to add a
framework for reconstructing the history of a nuclear program
that complements traditional nuclear archaeology techniques
by examining the role of operating records to support such
an effort. As a test case, we use the JEEP Il reactor, a 2 MW
civilian research reactor at Norway's Institute for Energy
Technology (IFE), in operation for more than fifty years, how-
ever, recently shut down permanently. We have collected,
analyzed, and started to preserve the reactor's operating
records, which exist on both analog and digital media, and to
simulate parts of its history using OpenMC/ONIX neutronics
calculations. A particular focus of this project has been on
digital data curation and preservation to confirm and maintain
the integrity, authenticity, and provenance of these records. In
developing guidelines for best practices that conform to exist-
ing standards for long-term digital preservation and curation,
we hope this project can help lay the basis for future nuclear
archaeology efforts to support nuclear arms control and
disarmament.
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Plutonium and highly enriched uranium are the key ingredients in nuclear
weapons. Worldwide, there currently exist enough of these fissile materials
for more than 200,000 of weapons, but the uncertainty of the global stock-
pile is significant and equivalent to thousands of nuclear weapons. Deeper
reductions in the nuclear arsenals will require a much better understanding
of historic fissile material management and production in all states, nuclear
weapon states in particular. The concept of nuclear archaeology has been
proposed in the 1990s to provide the tools and methods to draw
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conclusions about past activities and to develop independent fissile material
production estimates.'

Standard nuclear archaeology techniques envision forensic analysis of
physical samples, but such samples may not always be available, or it may
be considered too expensive or impractical to acquire them. Here, we con-
sider a framework that uses the available operating records to reconstruct
the history of a nuclear facility. Such an approach could be pursued inde-
pendently or complement traditional archaeology.

The idea of using operating records to reconstruct the history of a
nuclear program is not new. In fact, in June 2008, North Korea made avail-
able 18,000 pages of paper records to corroborate the plutonium declar-
ation it had made as part of the Six Party Talks.> At the time, the U.S.
Government also tabled a verification plan that envisioned an extensive
review of documents; accordingly, experts would be given “full access to
records (fully preserved and maintained), including originals, and informa-
tion systems [ ...] documenting nuclear material production, handling, and
disposition, as well as other nuclear-related activities.”> Unfortunately, little
is publicly known about the outcome of this effort.

Beyond the immediate scope of nuclear archaeology, i.e., to understand
historic production of fissile material in safeguarded nuclear facilities,
document-based nuclear archaeology could have other important benefits.
Importantly, it could help develop best practices for documentation and
archiving of historic records in both military and civilian nuclear facilities.
Similarly, document-based archaeology could also offer benefits for ongoing
and future decommissioning efforts; here, for example, it could help inform
calculations to characterize spent fuel inventories using modern computer
codes and cross-section data. These calculations could then help guide and
be compared with ongoing and planned measurements. Concepts and find-
ings could be shared with operators of other research reactors and the
broader scientific community. More generally, we believe it is important to
document and preserve the history of nuclear facilities as part of a modern,
responsible, and transparent decommissioning process.

Relevant scenarios & operating records

Nuclear archaeology is relevant for both civilian and military nuclear facili-
ties that have been operated without adequate safeguards, and test beds for
nuclear archaeology, including those in non-nuclear weapon states, may
offer important opportunities to develop the relevant concepts. Such efforts
are not aimed at “scrutinizing” existing records or past practices; in fact, in
trying to emulate the conditions relevant for true nuclear archaeology at
unsafeguarded facilities, we may even want to assume that records and
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other information that have been prepared specifically to support treaty-
based safeguards activities are not available for such an exercise.

In general, the most important proliferation-relevant scenarios for a
research reactor in the MW-range are related to undeclared plutonium pro-
duction, diversion of spent fuel, and perhaps placement of undeclared tar-
gets. A first-order nuclear archaeology effort could therefore focus on
records documenting activities that are relevant for these hypothetical scen-
arios. Information could include the power level of the reactor, the core
configuration, core management operations (fuel discharges, storage, move-
ments, and reloads), and possibly fuel receipts and shipments offsite.
Consistency checks could be based on documents or propose measure-
ments that could be made as part of a true nuclear archaeology effort to
confirm results based on records and calculations. Exploring these baseline
scenarios would also help understand the particular challenges associated
with records available in analog and digital formats, determine what equip-
ment and tacit knowledge are needed to read and correctly interpret the
data, and consider ways to best preserve the records and ensure their integ-
rity. An early application of the proposed methodology may help identify
possible gaps, redundancies, or irrelevant information in the archived data.

Case study: the JEEP Il reactor

Norway initiated its national nuclear research program in 1951 with the
commissioning of the Joint Experimental Environmental Pile (JEEP) as
part of a cooperation with the Netherlands. After experiencing safety issues,
the reactor was taken out of operation in December 1966, and the new
JEEP II reactor was commissioned. JEEP II operated at a power level of
2MW, was heavy-water moderated and cooled, and used low-enriched fuel
that was fabricated onsite (Figure 1). JEEP II was in operation through
December 2018. Active decommissioning will begin once the facility has

Figure 1. The JEEP Il Reactor. Located at the Institute for Energy Technology (IFE), an inde-
pendent research foundation, in Kjeller, Norway, the reactor operated between 1966 and 2018
at 2MWt. Also shown are a simplified OpenMC model of the reactor core (center) and the
standard fuel assembly (right). Source: IFE and authors.
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been transferred to a new governmental organization established on pur-
pose for this particular task.

One reason for considering the JEEP II as a first archaeological test case
is the consistency of operational routines and practices throughout the life
of the reactor. The reactor, the core, and the fuel design have all remained
unchanged. At the same time, operation of the reactor offers some interest-
ing features: JEEP II was designed and used as a neutron source for basic
research including scattering experiments, isotope production and, in the
last 25years, neutron transmutation doping of silicon.* This multipurpose
mission required frequent shutdowns and startups of the reactor, typically
several times per day. Given JEEP II's relatively simple design and operat-
ing history, it is easily possible to perform full-core calculations and simu-
late the entire operational history of the reactor. During a typical refueling,
one of the nineteen fuel assemblies was discharged, a few were repositioned
in the core, and one new fuel assembly was loaded. Normally, a fuel assem-
bly stayed in the core for 10-15years. The spent fuel discharged from the
reactor over the entire 52-year history is stored onsite and is in principle
accessible for inspection or measurement purposes.

To support this nuclear archaeology effort, we developed an OpenMC
model of the reactor.” Combined with the depletion code ONIX,® we can
use this model to simulate selected time periods with information extracted
from the operating records.

The JEEP Il operating records and sensors

While there are no regulations specifying how long historical operating
records have to be kept, fortunately, most JEEP II records have been pre-
served and are stored in a secure archive onsite. In July 2021, we were able
to review all records, both analog and digital, that could play a role for a
reconstruction of the reactor’s history (Figure 2). One member of the staff

Figure 2. Views from the archive. Manually recorded logbooks (left), example page from a log-
book (center), and paper rolls from electro-mechanical strip-chart recorders (right) Source: IFE
and authors.
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with extensive experience in operating the reactor was available to assist us
in accessing and interpreting the recorded data, both analog and digital.”
As expected, numerous physical quantities were recorded on a regular or
continuous basis. In particular, daily routine operation was documented in
logbooks. These were recorded manually (handwritten) by operators, log-
ging every startup and shutdown of the reactor along with important pro-
cess variables. These logbooks have remained handwritten during the entire
operation of the reactor with relatively minor changes in their format
and content.

During this “analog era” of the JEEP II several electro-mechanical strip-
chart recorders, which use paper rolls to store the information from mul-
tiple data channels were used to log sensor data for the control system. A
typical recorder wrote at 10 mm/hr or about 1.7 meters per week. During
this period, up to 11 recorders produced on the order of one kilometer of
paper records per year. In practice, taking into account longer shutdown
periods, during which most recorders were stopped, about 700 meters of
paper records were produced in a typical year. About 75 rolls covering the
time period from 2008-2013 remain available today.®

Analog systems were gradually replaced by digital recorders beginning in
the early 2000s. These so-called paperless recorders, such as the Yokogawa
DX200-series,” gradually replaced several of the old strip-chart recorders
until they were all removed around 2011. The digital recorders stored pro-
cess data on a compact flash (CF) memory card with manual backups.
Each logged file contains a weeks’ worth of data from multiple channels of
the nuclear instrumentation.

Several types of sensors were located at multiple locations throughout the
reactor, and their readings monitored and recorded. For the purposes of this
first demonstration, we wanted to confirm the operational status of the reactor
at any given time over the course of a week. We selected data from ionization
chambers and temperature sensors for the sample analysis below.

lonization chambers

These detectors are located in a thermal shield around the reactor tank;
some of the ionization chambers are lead-shielded to increase the neutron-
to-gamma ratio. The current generated in the chamber scales with the radi-
ation level, and therefore also with the fission rate and the thermal power
of the reactor. This current is monitored and recorded by the instruments
in the control room. Originally, the data were constantly written to paper
rolls using standard strip-chart recorders; in the 2000s, these recorders
were gradually replaced by paperless recorders storing the same informa-
tion digitally.
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Temperature sensors

There are numerous temperature sensors installed throughout the reactor
measuring the temperature of the heavy water in the core and primary loop,
and the temperature of the ordinary water in the secondary loop. Where accur-
ate measurements were required, platinum resistance thermometers (PRTs) are
used. As illustrated below, the temperature difference between two measure-
ment points can be used to estimate the reactor power; in fact, for a specific
water flow rate, a constant AT between two specific sensors has been used by
the operators of JEEP II to confirm that the reactor power is constant
and nominal.

Importantly, these sensors measure fundamentally different physical
quantities and are completely independent. This is, obviously, important
for safety reasons but also helps in the context of nuclear archaeology to
cross-check and validate the authenticity of the data. Interestingly, for the
example discussed below, temperature was recorded analogously, while the
current generated in the ionization chamber was recorded only digitally in
the last two decades of operation.

For nuclear archaeology purposes, two main types of information are
needed: First, records documenting the hour-by-hour operations, shut-
downs, and power level of the reactor. This information is critical for
determining the capacity factor of the plant, which would be relevant for
almost any scenario and true archaeology application. This is the primary
focus of the analysis below. Second, understanding fuel management, dis-
charge of spent fuel, loading of fresh fuel, and movements of fuel in the
core would be relevant for a longer-term reconstruction of the reactor’s his-
tory and, hypothetically, fissile material production.

Sample analysis

To illustrate the basic concept, we (arbitrarily) chose a week of operation
from early 2010. For this particular time period, some data were recorded
on paper records, others were recorded digitally. In the case of the paper
records, data from several months of operation are available on a single
paper roll; in the case of the digital records, data are recorded every
20 seconds and collected in an output file once a week (30,240 entries per
channel per week).

Figure 3 shows some sample data recovered from the analog and the
digital records for Saturday, February 6, 2010. Here, we are interested in
establishing the operational status of the reactor. On this particular day, the
reactor operated at nominal power of 2 MWt with six shutdowns over a
24-hour period. The durations of these routine shutdowns depend upon
the particular activities that had to be performed, but they typically lasted
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Figure 3. Analog and digital records from February 6, 2010. At nominal power and coolant
flow rate, the temperature difference between the core outlet and the core inlet is 6.15°C.
Similarly, at nominal power, the current in two ionization chambers is 16.5 uA (Log-1 Signal)
and 11.5 uA (Log-2 Signal). At least once an hour, these values are also recorded manually in
the logbook by the reactor operator on duty.

40-180 minutes. The figure shows corresponding logs from the digital and
the analog archives. For this example, the temperature across the inlet and
outlet of the reactor is compared against the digitally logged sensor
response from the ionization chambers. The capacity factor for February 6,
2010, can be determined to be 67.1%, and to be 66.9% for the respective
week, i.e., to 4.68 effective full power days or 9.36 MWd for the seven-day
period from January 31 through February 6, 2010.

With these first insights, we could gradually reconstruct the operational
history of the reactor. In particular, if this was a reactor suitable for pluto-
nium production, we could begin by determining the total energy released
between two reactor refuelings and, with knowledge of the conditions at
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the beginning of the cycle, calculate the plutonium buildup in the core and
the isotopic makeup of all fuel assemblies at the end of the current cycle.

In the meantime, in order to provide confidence in the authenticity and
integrity of the records later on, we can already commit to the data stored
in these records. For example, data from six separate channels is available
in the digital file (13100000 . txt) we accessed for readings of the ioniza-
tion chambers. Combined with additional metadata, the file size is about
4.9 MB. The SHA-512 hash of this file is:"’

£8280965££581cd8334515152ebdc862
38958b£9791343753c702£223b583b00
51c9d085792d367d20c866918d4fcee’

d9558abf6e0d4c97bc530£79d21£0e£5

Future analysts could use this hash to confirm that the data file for this
particular week in 2010 has not been modified since we accessed it in July
2021. The cryptographic hashes of all other digital files could in principle
also be published. Similarly, paper records could be digitally archived and
their SHA-512 hash generated and published.

A first set of guidelines for document-based nuclear archaeology

Nuclear archaeology is a time-critical effort as staff with operating experi-
ence are retiring. Also, the original equipment that produced the data may
or may not be available indefinitely; in particular, the respective equipment
may be dismantled and disposed of as part of the decommissioning pro-
cess. The different types of operating records pose unique challenges:
Analog records require significant amounts of storage space and are even-
tually often discarded. When they are kept, they can last for years and dec-
ades."' On the other hand, digital records are easier to store, but also more
easily corruptible if sufficient precautions are not met. Preservation of
digital records requires continuous active monitoring, and digital records
are much more difficult to maintain than analog records because of the sig-
nificant amount of active work and attention that they require.

In order to archive and preserve the set of analog records and digital objects
required for the nuclear archaeology activities described above, we recommend
an approach that follows standards and best practices in the fields of archival
science and digital preservation. Establishing guidelines for the preservation of
these records is particularly important given the lack of established best practi-
ces for the preservation of records in the nuclear sector."?

When considering records for long-term preservation, our recommenda-
tions can build on guidelines provided in the International Atomic Energy
Agency’s guidelines for recordkeeping for the decommissioning of nuclear
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facilities, which provides extensive information about which records should
be selected or created in the process of decommissioning a nuclear facil-
ity."> In the event that researchers find incomplete or missing recordkeep-
ing practices at a particular site, these guidelines allow for the record to
reflect gaps in documentation. Careful attention to items such as personnel
records may also allow researchers to understand who created these records
or was responsible for the maintenance of records across time.

While non-nuclear-weapon states can be expected to have produced
extensive documentation, in particular as part of the requirements for NPT
verification, little is known about the practices in nuclear-weapon states."*

Analog records

Given the different types and formats of analog records, and the anticipated
use cases discussed above, we recommend nondestructive digitization for
the logbooks and other physical records. This will involve steps such as
assessing each type of record’s suitability for digitization based on criteria
such as rights and physical properties, as well as making determinations
about what properties of the physical records should be preserved in the
digital surrogates.'” After digitization, the physical items should be housed
and stored in a secure, climate controlled archival environment. This will
include appropriate arrangement and description practices, following meta-
data standards that follow best practices and align with the needs and
expectations of the organization managing the records.

Digital objects

Preserving and providing access to the digitized records, as well as the
born-digital files, will involve decisions about topics such as file formats,
metadata standards, digital object management systems, fixity, and access
systems. We recommend that the digital objects be stored in a repository
that follows the Open Archival Information System (OAIS) model,'® and
that meets the criteria for certification as trustworthy under either the ISO
16363 or CoreTrustSeal repository certification systems.'”

Document authentication is generally not an explicit part of the archival
preservation process; preservation does however ensure that records will be
available should experts later decide to access them and assess their authen-
ticity and value.

Forensic document examination

Confirming the authenticity of operating records falls into the well-established
field of forensic document examination (FDE) or questioned document
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examination (QDE), two terms that are often used interchangeably. Should con-
cerns about the authenticity of certain records arise, numerous methods and
techniques would be available to examine questioned documents.'®

Questioned document examination is often concerned with authorship
(for example, in the cases of wills, checks, or written notes connected to
crimes), but this particular aspect may be less relevant in the context of con-
firming the authenticity of operating records that are being considered as
part of an effort to reconstruct the history of a nuclear facility. In the case of
handwritten records, such as those shown in Figure 2, the identities of the
authors may be much less relevant; instead, the focus would likely be on
confirming that the document was in fact produced around the time or date
indicated on the record; in the case of analog records produced with special-
ized equipment, such as strip-chart recorders, the analysis could also seek to
confirm that the documents were in fact produced with the available or
other contemporary equipment. Such an investigation would be a consider-
able undertaking and likely involve experts from a trusted independent
organization. Before inspecting the particular documents at hand, it is diffi-
cult to anticipate which methods would prove most promising.

In general, it is considered difficult to directly determine the age of
paper, especially on the relatively short time scales relevant for nuclear
archaeology. Instead, a forensic analysis could seek to confirm that the
same paper stock has been used for extended periods of times;'® this may
not, however, exclude the possibility that “new old stock” materials have
been used to produce altered versions of an operating record. To estimate
the age of a document, an analysis of the ink is often more promising. At
least two general approaches can be distinguished. The static approach
focuses on inherent properties of the ink, so-called time tags.*® Certain
compounds of the ink that are used in the dyes, pigments, or solvents can
bracket the period of time the ink was commercially available. In contrast,
the dynamic approach focuses on characteristics that change over time, in
particular, on degradation processes in the components of the ink.*! Both
approaches, static and dynamic, have strengths and weaknesses, and in
practice both are often used in combination for best results.

There are other indicators that can further increase the confidence in the
authenticity of analog records. For example, illuminating a questioned
document with light of different wavelengths (i.e., from infrared to ultra-
violet) can detect possible alterations. In particular, the presence of differ-
ent types of ink on the same record could then trigger further analysis.
Similarly, impressions or “latent writings,” which are produced when sheets
of paper are under the one being written on, can be detected with special-
ized equipment up to seven layers beneath the top layer and for documents
that are up to 60years old.** This technique can also help establish the
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chronology of records, i.e., show in which order the records in a collection
(such as sheets in a logbook of JEEP II) were produced.

Despite these and other capabilities of state-of-the-art forensic analysis
techniques, it’s likely that document-based archaeology would not be con-
sidered a major part of an effort to reconstruct the history of a particular
nuclear facility should reasonable concerns over the authenticity of operat-
ing records persist.>®> In such a case, efforts may then return to other
approaches, including more traditional nuclear archaeology techniques
based on samples taken from structural materials.

Conclusion and outlook

No systematic efforts currently exist to archive and preserve the historical
records of nuclear facilities at a level required for potential nuclear archae-
ology applications. Deeper reductions in the nuclear arsenals will however
require a much better understanding of historic fissile material production.
This article has explored the potential of using operating records to do so.
As part of this effort—to our knowledge, the first of its kind—we have col-
lected, analyzed, and started to preserve the operating records of the JEEP
IT research reactor to reconstruct and simulate parts of the reactor’s operat-
ing history. A first analysis of sample records suggests that meaningful and
difficult-to-spoof information can indeed be extracted from these records.
These efforts are time critical, however, as staff retire and records are
often discarded.

A particular emphasis has been on digital data curation and preservation
to confirm and maintain the integrity, authenticity, and provenance of
these records. In developing a first step of guidelines for best practices that
conform to existing standards for long-term digital preservation and cur-
ation, and that build upon the existing IAEA guidelines for recordkeeping
in the context of decommissioning nuclear facilities, we hope this project
can help lay the basis for future nuclear archaeology efforts to support
nuclear arms control and disarmament.

We believe that research reactors operated for peaceful purposes could
provide excellent test beds for developing and demonstrating many of the
concepts and technologies needed for successful “true” nuclear archaeology
efforts later on. This analysis focused on the example of a civilian research
reactor in Norway. Standards and practices in other non-nuclear-weapon
states are likely to be different due to local laws and regulations. Moreover,
it is often assumed that recordkeeping may be less complete in facilities
that have been used for military fissile-material production in nuclear-
weapon states, which would be the primary focus of any nuclear archae-
ology effort. Only a dedicated and broadly supported initiative could
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establish a better understanding of the recordkeeping “landscape” and the
relevance of inevitable gaps. Projects like the one outlined here could help
develop best practices for documentation and archiving of historical

records to support ongoing and future decommissioning efforts. More gen-
erally, we believe it is important to document and preserve the history of

nuclear facilities as part of a modern, responsible, and transparent decom-
missioning process.

Notes

1.

10.

11.

12.

Steve Fetter, “Nuclear Archaeology: Verifying Declarations of Fissile-Material
Production,” Science & Global Security, 3, no. 3-4 (1993): 237-259; Thomas W.
Wood, Bruce D. Reid, Christopher M. Toomey, Kannan Krishnaswami, Kimberly A.
Burns, Larry O. Casazza, Don S. Daly, Leesa L. Duckworth, “The Future of Nuclear
Archaeology: Reducing Legacy Risks of Weapons Fissile Material,” Science & Global
Security 22, no. 1 (2014): 4-26.

Sue Pleming, “North Korea Hands Over Plutonium Documents,
8, 2008.

Verification Measures Discussion Paper, non-paper, undated (2008).
Neutron Transmutation Doping of Silicon at Research Reactors, IAEA-TECDOC-1681,
International Atomic Energy Agency, Vienna, 2012.

Paul K. Romano, Nicholas E. Horelik, Bryan R. Herman, Adam G. Nelson, Benoit
Forget, Kord Smith, “OpenMC: A State-of-the-Art Monte Carlo Code for Research
and Development,” Annals of Nuclear Energy 82 (August 2015): 90-97.

Julien de Troullioud de Lanversin, Moritz Kiitt, and Alexander Glaser, “ONIX: An
Open-source Depletion Code,” Annals of Nuclear Energy 151 (February 2021): 107903.
Without the assistance of this staff member, it would have been difficult to appreciate

»

Reuters, May

the significance of certain entries and to draw conclusions based on them.

About 75 rolls from the strip-chart recorders were kept. A label on the shelves
indicates: “KASTES ETTER 5 AR> (DISCARD AFTER 5 YEARS). These rolls
provided continuous readings from various sensors, mostly for the operators in the
control room tracking certain reactor parameters during their shift. Apparently, these
data were considered least useful for the archive. As mentioned, the handwritten
logbooks (updated at least once per hour, tracking the same data) are all preserved.
All digital records remain also available.

M. Takahashi, S. Katsuoka, Y. Hosaka, and K. Kakihara, “DAQSTATION DX100/200
Series of Paperless Recorders,” (Yokogawa Technical Report, 30, 2000).

We generated this cryptographic hash with the command shasum -a 512
filename on MacOS and with the command certutil -hashfile filename
SHA512 on Windows. For more, see Hash Functions, National Institute of Standards
and Technology, Gaithersburg, Maryland, 2017/2020.

The ink used by strip-chart recorders, however, can fade significantly over time; a fact
we observed when examining JEEP II records available on paper rolls.

M. Claxton and R. Sharpe, “Digital Preservation Techniques to Facilitate Knowledge
Management in the Nuclear Sector” (International Conference on Knowledge
Management in Nuclear Facilities, TAEA-CN-153, International Atomic Energy
Agency, Vienna, June 2007).



13.

14.

15.

16.

17.

18.

19.

20.

21.

22.
23.

SCIENCE & GLOBAL SECURITY 107

“Record Keeping for the Decommissioning of Nuclear Facilities,” (Technical Reports
Series 411, International Atomic Energy Agency, Vienna, 2002).

The assumption of less rigorous recordkeeping in nuclear-weapon states has not been
confirmed, however. For example, the operating records of many if not all U.S.
plutonium production reactors have reportedly been preserved to this day.

Janet Gertz, Preservation and Selection for Digitization, Section 6.6 in NEDCC
Preservation Leaflets (Andover, Massachusetts: Northeast Document Conservation
Center, 1999/2021).

Reference Model for and Open Archival Information System (OAIS), Magenta Book
CCSDS 650.0-M-2, Consultative Committee for Space Data Systems, June 2012.

Space Data and Information Transfer Systems: Audit and Certification of Trustworthy
Digital Repositories, ISO 16363:2012, International Organization for Standardization,
2012; Ingrid Dillo and Lisa De Leeuw, “CoreTrustSeal,” Mitteilungen Der Vereinigung
Osterreichischer Bibliothekarinnen und Bibliothekare 71, no. 1 (2018).

For a basic overview, see A Simplified Guide to Forensic Document Examination,
National Forensic Science Technology Center (NFSTC) and Bureau of Justice
Assistance (BJA), Largo, Florida, 2013. For a classic discussion of relevant traditional
methods, see Ordway Hilton, Scientific Examination of Questioned Documents,
Revised Edition (New York: Elsevier, 1982).

William Clarkson, Tim Weyrich, Adam Finkelstein, Nadia Heninger, J. Alex
Halderman, and Edward W. Felten, “Fingerprinting Blank Paper Using Commodity
Scanners,” (proceedings of the IEEE Symposium on Security and Privacy, Oakland,
California, May 2009).

Céline Weyermann, “Dating: Document,” in Wiley Encyclopedia of Forensic Science,
edited by Allan Jamieson and Andre Moenssens (Chichester, UK: Wiley, 2009/2013).
These degradation processes strongly depend, however, on storage conditions. An
analysis is most useful when a collection of documents has been stored under
identical conditions so that relative (not absolute) conclusions can be drawn. For a
general discussion of forensic analysis techniques, see Céline Weyermann and Korn-
usa Techabowornkiat, “Emerging Approaches in the Analysis of Inks on Questioned
Documents,” Chapter 11 in Emerging Technologies for the Analysis of Forensic Traces,
Advanced Sciences and Technologies for Security Applications, edited by Simona
Francese (Cham, Switzerland: Springer, 2019).

Questioned Documents, op. cit.

One might wonder, however, why an inspected party would offer fabricated operating
records when it might as well claim (rightly or wrongly) that the records have been
lost or destroyed.



	Abstract
	Background
	Relevant scenarios & operating records
	Case study: the JEEP II reactor
	The JEEP II operating records and sensors
	Ionization chambers
	Temperature sensors

	Sample analysis
	A first set of guidelines for document-based nuclear archaeology
	Analog records
	Digital objects
	Forensic document examination

	Conclusion and outlook




